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Summary

With the name \space mission”, developers usually reference to articial satellites orbiting
around the Earth or around other celestial bodies. Satellites are complemachines made
by several sub-systems which integrate state-of-the-art electrao, optical and mechani-
cal devices. Beside the harsh space environment, the satellite ghld also stand launch
accelerations an vibrations which usually last for only few minutes butcan cause severe
damages to it, if proper solutions have not been employed. Satellite evelopment and
launch are quite expensive, as compared to every-day electronic sigms, because the en-
vironment poses strong constraints on it and because no servicing canebperformed to
repair damaged systems. Only few organizations world-wide could a ord thee high costs
which were mainly due to fact that satellites were always seen as an aldec system, devel-
oped and produced in just few items for a speci ¢ mission. Costs werextremely high (in
the range of multi hundred millions or billion dollars) and only military and governative
organizations could a ord it. In the last years, this concept changed dramatially, such
that many companies or even universities started developing their wn satellites: cost
reduction strategies allowed to shift mission cost down to less tharone million for small
missions and this triggered a widespread interest in space systemalso from the didactic
point of view.

Many organizations around the world started researching about cost e ectie solutions
for space systems and this thesis is going in the same direction. Many ppoaches can be
followed to save money in the development, production, testing ad operational phases
of the project. In literature many approaches are suggested, but the mdswell-known
one is the CubeSat: a cube-shaped 10cm wide satellite weighting mawum 1kg. This
is a basic unit, which can be composed to create bigger structures: dwortunately this
standard is limited to a mechanical modularity in the design. Taking modularity to a high
level, involving the whole satellite could help in further reduce system costs and increase
performances: this is the idea that lies behind the AraMiS architeture, which will be
presented in this work.

This thesis will cope with several problems related to space systes development, and
show some solutions that can help in both keeping system developmerind production
cost low while still achieving good performances. In Chapter 2 the gace environment in
which satellites will have to operate will be presented, showig how to numerically evaluate
satellite environmental constraints, with focus on low Earth orbit (LEO). Chapter 3 deals
with particle interactions with matter and will be in particular about radiation e ects
on electronic components. Particle transport in matter will be addresed to evaluate the



shielding e ects that a thin layer can have on particle uxes, to better understand the
radiation environment inside the satellite. A novel technique wil be presented to compute
protons transport in matter which speeds-up computation by many ordersof magnitude.

Space systems development costs will be addresses in Chapter 4: atcowdel de-
veloped by NASA will be presented, and based on it, cost reduction solibns will be
presented. Modularity and cost-sharing between multiple missins will appear as opti-
mal solutions for reducing development costs, while the use of comme&al components
(COTS) will be presented as a way to simplify procurement and futher lower system
cost. In Chapter 5, an overview of many low-cost design techniques Wibe presented,
with a focus on those employed in the development of AraMiS.

In Chapter 6, the AraMiS architecture will be analyzed, focusing on the di erent mod-
ules this architecture is composed by and on the advantages that this nat architecture has
to achieve high performances and fault tolerance with a low developmérand production
cost. Chapter 7 deeper analyzes three AraMiS sub-systems, which veedeveloped during
these three years: a latch-up protection system used to protect comercial components
from latch-up e ects, a wireless data communication bus, developedor reducing harness
mass and routing problems in a small satellite, a power management subystem and a
power distribution bus, used to route power to all the satellite sub-systems and to supply
them. These sub-systems are the satellite backbone and their modtarity and scalability
gives great exibility to the AraMiS architecture.

Chapter 8 addresses instead some of the tests that were performed at elient levels on
the system, to qualify it for space operations. Radiation tolerance tess were also preformed
on some of the components that are used in the satellite to ensure thegndurance.

\
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Chapter 1

Introduction

Space systems are relatively young since they appeared for the rstiine on October 4",
1957, when the Russian Sputnik was launched. This was the rst arti cial satellite orbiting
around the Earth but it opened the so called \space race" between Rusai (URSS) and
USA. Forty years later, arti cial satellites became part of the every-day life: real-time
weather forecast satellite images are usually published in news or GPSignals are used
every day for navigation.

Satellites have always been looked as a highly expensive busingsgich requires deep
knowledge and experience to achieve success: this idea was prinhatinked to the high
initial costs required for their development and launch. Furthermore, the impossibility to
repair and substitute parts (this was true up to the rst Hubble Spac e Telescope servicing
mission in 1993) makes design even harder because it requires advancedl|faalerance
solutions and extreme reliability. But with the evolution of satelli tes and the birth of
commercial space companies, this market had a gradual growth up to now, vén several
private companies are operating, also providing launch services. Mangore launch oppor-
tunities appeared then, thus lowering also the price for a satelte launch and this allowed
an even higher business increase. Low cost design techniques pldy&n important role
in the aerospace market growth in the past years, but they can still plg an important
role in future developments. Many research institutions and commetial companies are
in fact trying to further reduce satellite costs, and the latest results of this process is
the CubeSat concept: a really small satellite, built using commeral components, that
everybody could buy and assemble from a kit. This work goes in the saméirection: the
novel AraMiS (ltalian acronym for Modular Architecture for Satellites) architecture will
be described: its goals are to go beyond the CubeSat concept and create rai¢ modular
architecture. The main idea is the development of distributed andintercommunicating
on-board units, that can be assembled together to t mission speci ¢ reuirements, thus
allowing an e ective cost sharing between di erent missions. This solution wants both to
create cheaper systems and make design time faster.

The proposed architecture is intended for di erent satellite missions, from small sys-
tems weighting about 5kg to bigger ones. Modularity is intended in maly ways:. from
the mechanical point of view, like in the CubeSat concept, to allow tle composition of



1 { Introduction

bigger structures in a simple way. But it is also intended from theelectronic point of view:
tting such a wide range of applications, requires that most of the internal sub-systems
are developed in a modular and scalable way.

1.1 Design Goals and proposed solutions

The main goal of this thesis is the de nition and implementation of innovative solutions for
reducing satellite cost, without reducing system safe margins wh respect to traditional
solutions. These techniques should be applied to the developmenf a satellite architecture
that can t many target missions: scalability and modularity are the two m ost important
characteristics this novel architecture should have. The target avironment for this new
satellite is the Low Earth Orbit with an operating life of 5 years, even if the system should
be exible enough to be employed also in di erent conditions, with reduced performances.

The most e ective way to reduce the cost of a nano- and micro-satellitemissions is
to reduce design and non-recurrent fabrication costs as much as possghlwhich usually
account for more than 60 { 70% of the overall budget. Reducing them can be ackved by
sharing the design among a large number of missions. Design reuse is ttationale behind
the AraMiS project, that is, to have a modular architecture based on asmall number
of exible and powerful modules which can be reused as much as pos&bin di erent
missions.

Commercial components can also help in reducing mission cost bu theyquired proper
safety margins to be considered during design to allow safe operationa the harsh space
environment. Fault tolerance is a key topic throughout the whole work because this is the
only way to guarantee safe operations in space for a long period.

1.2 Main contributions

After the initial documentation phase about the state-of-the-art low cost systems and
design techniques, the rst e orts were spent in de ning the space environment constraints:
this is extremely important because it allows to better select conponents and solutions
for the mission.

The following step has been the de nition of the satellite architedure, to better es-
timate satellite size, weight and internal organization. After this phase the design and
development phase could start, which was centered around several sdltte sub-systems: a
latch-up protection system, a wireless data communication bus and a @ver management
and distribution system.

The latch-up protection system is intended to protect components orsystems against
latch-up and in particular to prevent system damages due to high energyparticle strikes.
The wireless communication bus was developed to address the probleai harness inside
the satellite: in small satellites usually there is not much free pace for cabling and their
integration is also quite complex; a wireless solution can become intesting also from the
mass point of view. The power management system is usually quite migm-dependent
and requires ad-hoc development and tailoring for the speci c needswhich can increase

2



1.3 { Contents organization

system cost and testing time. The basic idea that lead the developm# of this system
was to make it modular and scalable, such that it could be adapted to many derent
situations and missions, thus lowering development and testing cds. Modularity was
also exploited for power distribution: every power management modle can be connected
in parallel or series to the others to better to meet mission specic requirements.

1.3 Contents organization

This thesis will cope with several problems related to space systes development, and
show some solutions that can help in both keeping system developmermind production
cost low while still achieving good performances. In Chapter 2 the gace environment in
which satellites will have to operate will be presented, showig how to numerically evaluate
satellite environmental constraints, with focus on low Earth orbit (LEO). Chapter 3 deals
with particle interactions with matter and will be in particular about radiation e ects

on electronic components. Particle transport in matter will be addresed to evaluate the
shielding e ects that a thin layer can have on particle uxes, to better understand the
radiation environment inside the satellite. A novel technique wil be presented to compute
protons transport in matter which speeds-up computation by many ordersof magnitude.

Space systems development costs will be addresses in Chapter 4. atcosdel de-
veloped by NASA will be presented, and based on it, cost reduction solibns will be
presented. Modularity and cost-sharing between multiple missins will appear as op-
timal solutions for reducing development costs, while the use of Comercial O -The-
Shelf (COTS) components can also help to simplify procurement andurther lower system
cost. In Chapter 5, an overview of many low-cost design techniques wibe presented,
with a focus on those employed in the development of AraMiS.

In Chapter 6, the AraMiS architecture will be analyzed, focusing on the di erent mod-
ules this architecture is composed by and on the advantages that this nal architecture has
to achieve high performances and fault tolerance with a low developmérand production
cost. Chapter 7 deeper analyzes three AraMiS sub-systems, which veedeveloped during
these three years: a latch-up protection system used to protect comercial components
from latch-up e ects, a wireless data communication bus, developedor reducing harness
mass and routing problems in a small satellite, a power management sufystem and a
power distribution bus, used to route power to all the satellite ub-systems and to supply
them. These sub-systems are the satellite backbone and their modarity and scalability
gives great exibility to the AraMiS architecture.
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Chapter 2

The space environment

This chapter is focused on describing the environment around the &rth, with special
interest to low orbits, where low cost satellites are usually operang. Higher orbits or
interplanetary ones put strong constraints on space systems which mas harder to im-
plement cost reduction solutions. The space environment will be decribed to better
understand which constraint will be mainly in uencing satellite design. The rst section
is focused on the atmosphere top layers and on the issues related toam. The second
section is dealing with ionizing particles sources and distributon around the Earth. The
last section is not strictly related to the space environment and wil be addressing launch
vehicles constraints that should be addressed to ensure that the sallite will survive orbit

injection.

2.1 The solar activity

The Sun is the source of energy for our planetary system and its activitjhas great in uence
on many aspects, from atmosphere density to particle ux. Most of solar paameters, like
emitted energy or particle ux, radio emissions or Sun spot numbers ag directly linked
to its internal activity: the Sun follows a regular 11 years cycle whith can be seen in
Figure 2.1. Long term planning is extremely complex and subject to erors, while short
term forecasts are more accurate: real time observation of the Sun can prie useful
warnings of solar are activity, as large proton events are usually associatedvith the
strong emission of electromagnetic radiation, such as visible light, raid waves and soft
X-rays during a are.

Solar peak activity events can be harmful for satellites, but they are gen worse for
astronauts: sun spot prediction is thus vital in case Extra Vehicular Activities (EVA)
have to be planned. Statistical forecasting based on past observationsas the most used
before the space age: now real-time particle ux measurement are avaible, allowing for
example, astronauts to enter the safe areas in the Space Shuttle or thaternational Space
Station (ISS) in case of strong radiation peaks. Before satellites came o operations,
particles could only be directly measured with sounding rocket or lalloons experiments.

Solar radiation spans over an extremely wide range of frequencies, stémg from short

5
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Figure 2.1: The Solar cycle (showing also a prediction for the 28 cycle) [1].

waves (around 10 MHz) and going up to X- and -rays. The solar spectrum is depicted in
Figure 2.2, showing similarities with the black-body radiation sped¢rum with an equivalent

temperature of 5800K. The integral over frequency of that curve is also alled solar
constant, equal to the total radiated power by the Sun which is equal t01344%"2 at the

Earth distance.
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Figure 2.2: Solar radiated spectrum [2].



2.2 { The top atmosphere layers

2.2 The top atmosphere layers

2.2.1 Residual air drag

The atmosphere top layers are conventionally separated by the lower {eers by the Karman
line: it is an imaginary line set at an altitude of 100 km above the Earth's sa level, and
is commonly used to de ne the outer space boundary. 100km is the altitué where the
required ying speed for an aircraft (speed required for its wings b generate enough lift
to vy, which is dependent on air density) is equal to orbital velocity. The precise altitude
is not exactly 100km, but the Feceration Aeronautique International e (FAI) decided to
use the round number because it was easier to remember.

Solar activity mainly in uences atmosphere temperature, which then makes gas layers
expand showing a higher density and pressure at the top. Satellitesrbiting in these top
layers, also called Low Earth Orbit (LEO), experience a strong air-dag that can act as a
de-orbiting force, actually slowing them down and making them decy down to the Earth.
Drag is dependent on several factors: satellite speed (which is adilly around 7 km=s in
LEO orbit), atmosphere density (see Figure 2.3) and satellite ballistt coe cient, which
measures its ability to overcome air resistance in ight and is de neas follows:

m kg

Bc = —
Cq A m?2

(2.1)

where m is satellite mass,Cy is the drag coe cient, equal to 2.5 for LEO satellites,
and A is satellite frontal area.

Considering circular orbits, the period reduction rate g—$ can be computed from New-
ton's and Kepler's laws and is equal to:

dP:Sa (a)

dT Bc (2:2)

Atmophere Density
T T T

Atrophere Pressure

T T T T T T T 1ot T T T T =
: : = Solar Maximum : = Solar Maximum
10° : : B = = =Splar Minimum |- : === Solar Minimum

Density - kgém®
Pressure - atrm
4

e i
"~
-
bt}

L i i i i
100 200 300 400 500 600
Altitude - km Altitude - km

(@) (b)
Figure 2.3: Atmosphere model (computed with MSIS-86 [3]).
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Figure 2.4: Satellite decay time. Satellite characteristics: mass 6 kg, area 29 cn?, Bc
83::7g and mass 48kg, area 115cn?, Bc 166.1% (computed using MSIS-86 [3] and
equation 2.2).

wherea is orbital radius, is atmosphere density as a function of orbital radius andBc
is the ballistic coe cient. By integrating this law until satell ite reaches 180 km altitude
(this number was selected because at that altitude decay time is ogl few hours) decay
time can be computed.

In the dense atmosphere layers air-drag can make satellites decay jost few days to
few months while in higher orbits air-drag is greatly reduced thus albwing satellites to last
up to hundred years. It is also easy to see that satellites with high hllistic coe cient will
last longer in orbit, even in lower ones. There can be huge di erencem orbit duration if
the satellite is launched during solar maximum or minimum due to thedi erent density of
top atmosphere layers, but the two curves converge together for reallyow orbits (below
200 km) or for higher ones (above 600 km).

Objects with high ballistic coe cient and ying above 800km can keep orbiting for
hundreds of years if no alternative de-orbiting system is providd: this leads to the ac-
cumulation of space junk (or debris) in higher orbits that made collisiors risk between
satellites quite high.

2.2.2 Temperature range

Atmosphere pressure above 100 km is too low to allow convection to pyaa role in thermal
exchange, so the only means to exchange heat in orbit are conduction and radion.
Thermal exchange with the environment is obtained through radiation, while inside the
satellite both components can be important.

Sun direct light is usually the biggest external contribute to satellite heating (this is not
the case for satellites always behind Earth shadow in Sun-Synchronauorbit) and other
contribution is from the Earth re ected radiation. Earth radiation can be furthermore
divided into two components: albedo and thermal emission. The albed is the amount of

8
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Figure 2.5: Solar radiation computed on a 800km 87 orbit, on a surface 45 o from
velocity vector (computed using SPENVIS [5]).

visible light the Earth is actually re ecting back to space: this par ameter is widely varying
due to cloud coverage or soil characteristics, but the planet average vaé is 0.3 [4]. The
Earth thermal emission is instead the emission of a black body havinghe same tempera-
ture as the Earth (di erent on the day and night side): night side average temperature is
constant over the position on the globe and is around -25C, while day side temperature
varies with the looking angle cosine and has usually a peak value of 33 [5].

Since thermal exchange is varying across the orbit depending on Sun pitien, satellite
temperature is varying from a minimum value (at the end of the dark part of the orbit)
and a maximum value just before sunset. Under direct Sun radiation thetemperature
rises but the increase rate is limited by satellite thermal capaciy. Thanks to the low orbit
period (in LEO it is around 90 minutes) and to satellite thermal capacity, temperature
changes are not severe and the equilibrium point is around 2@. Thermal simulation
is a quite complex task due to the complexity of satellite shape and madrial selection
and can be precisely carried out only with numerical analysis. Figure & shows the
temperature trend the Piccolo Cubo del Politecnico di Torino (Small Cube from Politecnico
di Torino) (PiCPoT) [6] satellite was expected to experience in orbt.

Beside extreme temperature values, satellite should be able to ahd temperature tran-
sients (some Celsius degrees per minute, usually, but in some casean be much more
severe). Furthermore, thermal cycles are continuous for the wholeagellite lifetime: in
LEO usually a satellite experiences 15 cycles per day, for an averageigsion duration of
several years. This makes more than 5000 cycles per year which can be destive for
many electronic and mechanical components.

2.2.3 Plasma interactions

The topmost layer of the atmosphere has extremely low density and it$ in direct contact
with ionized particles coming from the Sun and ultraviolet radiation: all these contribu-
tions can make this layer ionized and thus highly reactive with orbiting objects. Particles
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2 { The space environment

generated or attracted by the satellite are usually ying next to it, ¢ reating a long wake in
the gas. While ions and electrons will be constrained by the magnetic &l of the Earth,

neutral particles generated by the spacecraft will be free to travewith the vehicle until

disturbed by collisions. This will be especially of concern for largestructures carrying out
active emissions of neutral particles, e.g. water and waste dumps, thuster rings, atmo-

spheric venting, etc. It is therefore important to clean every suface of the satellite and
keep the satellite in a clean environment to reduce grease and dusbotamination. Ma-

terial selection is also important because vacuum can degrade materialsdaking atomic
links. Siliconic glue molecules, for example, is made by long oxygerhains kept together
by weak links: when put in a low pressure atmosphere, these linksan break, freeing
oxygen atoms and making the glue ine ective.

Neutral particles can in uence performances of satellite sub-syst@s such as optical
transducer: dust clouds can stand in front of telescope apertures or sail cells thus reducing
the e ective light received and degrading experimental results.Charged particles instead
can help electric current conduction and arcing: big solar arrays usu& have exposed solar
cell interconnects, prone to current leaking or arcing with other @Il strings or satellite
parts. lonized particles can also be harmful for non conducting materiad: since electric
charge is not able to move freely through dielectric materials, chargesvill be collected,
making potential build-up, until a discharge path is found. High voltage arcs can originate
between two dielectrics, actually making holes in them (and sputering atoms in clouds
around the satellite). High potentials can also damage electronic componeston the
outside or the inside of the satellite if proper Electro Static Disharge (ESD) precautions
are not taken. Most of the times dielectric materials are coated with lowconductance
Ims or paint, which helps removing collected charges and reducingootential build-up.

lonized elements can also be much more chemically reactive with sdlige surfaces: the
most troublesome of these elements is atomic oxygen (already reactiveh&n bi-atomic),
but it is even worse when in mono-atomic state. It can react with thin orgaric Ims, ad-
vanced composites and metallic surfaces actually eroding them. Propenaterial selection
is fundamental to ensure survivability to corrosion: gold plating for example is an e ective

Temperature variation for a 600 kr 98° orbit
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Figure 2.6: PiCPoT thermal simulation [7].
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way of reducing corrosion in exposed metallic surfaces and Kapton Imsan be used to
cover satellite external surfaces.

Corrosion rate per year

Material 500 km | 800 km | 1000 km
Kapton lum | 294nm| 3.54nm
Te on 28nm | 0.8nm 98 pm

Polycarbonate | 3.4um | 98nm | 11.8nm
Epoxy resin 0.96um | 27.8nm| 3.35nm
Gold 0 0 0
Silver 594um| 172nm| 20.7nm

Table 2.1: Atomic oxygen corrosion rate for 87 inclination orbits during solar maximum
with di erent altitude (computed using SPENVIS [5]; data from the pr evious mentioned

model and from literature suggest that Gold is experiencing no corrosin due to atomic
Oxygen).

2.3 The radiation environment

The space environment is characterized by the presence of high emgr particles: they
were generated mainly by nuclear reactions in the universe and due tthe highly energetic
nature of those reactions, they were accelerated to extremely high g®d and energy (up
to 99.9999% of light speed and 57 EeV or 57108 eV in GRB 080916C126 [8]).

The electronVolt (eV) is, by de nition, the amount of kinetic energy gai ned by a
single electron, unbound from any atomic nucleus, when it acceleratethrough an electric
potential di erence of one volt. Thus it is 1 volt (1 joule per coulomb) multiplied by the
electron charge (1602 10 ° C). Therefore, one electron volt is equal to 1602 10 1° J.

Before going on, it is useful to de ne two terms that will be used qute often:

Flux ( ): number of particles per unit area and per unit time
= Particles/(Area Time)
Measurement unit: P articles=(cm?  s)

F|U€I’|]é:e (' ): number of particles per unit area (time integral of the ux)
= dt = Particles/Area
Measurement unit: P articles=cm?

Radiation can be divided into 4 main components, which are:
Atomic nuclei , from protons, particles up to heavy ions
particles
Photons

Neutrons

11
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Atomic nuclei are made by protons (having a positive charge) and neutroa (without
an electrical charge), so they have a total positive charge. They have short range (several
centimeters) in air and cannot penetrate the outer layer of skin or a thn sheet of paper.
These particles lose energy with every interaction with matter they experience, until they
acquire one or more electrons and stabilize as neutral atoms. particles consists of two
protons and two neutrons and are identical to the nucleus of a Helium atom.

particles can be either negative (electrons) or positive (positrons) They originate
in the nucleus of an atom that undergoes radioactive decay: an electron igenerated by
a reaction changing a neutron into a proton, while a positron is generatedy changing a
proton into a neutron.  particles are smaller and more penetrating than alpha particles,
but their range in tissue is still quite limited. When their energy is spent after interactions
with matter, an electron attaches to an atom, while a positron collides wth an ambient
electron and the two particles annihilate each other, producing twogamma rays.

and X-rays are electromagnetic radiation given o by an atom as a means of releasi
excess energy: they are quanta of energy that have no charge or mass and caavel long
distances through air (up to several hundred meters), body tissueand other materials. A
gamma ray can pass through a body without hitting anything, or it may hit an atom and
give that atom all or part of its energy. -rays are made by photons with energy higher
than 100 keV, while X-rays are made by photons with lower energies.

Neutrons are particles with rest mass equal to proton mass but without an kctrical
charge: they cannot directly generate ionization, but generate it due tosecondary e ects.
When neutrons collide with protons, particles can be generated, which then act as
ionizing radiations.

The main particles that can be found in space are electrons, protons, ionguclei,
photons and neutrons, each of them with a di erent ux as a function of energy. Particles
can be divided depending on their sources:

Van Allen belts , trapping electrons and protons,
Solar wind and ares , photons, protons, neutrons and light ions,

Galactic sources , generating photons and heavy ions.

2.3.1 Van Allen belts

The Van Allen belts are areas around th Earth were ionized particles are ket in place
by the Earth magnetic eld lines: the two belts, as can be seen in Figue 2.7, are not
completely symmetric because of the solar wind which compresses ghsun ward side
and elongates the opposite one. Sometimes, due to solar activity and magnetield
uctuations, particles spilled from the inner belt can cause the polr auroras phenomenon.

The outer belt is lled with electrons, while the inner one is Il ed both by electrons
and protons as can be seen in Figure 2.8.

Sometimes a third belt can appears for a limited period of time in caseof highly
energetic events such as solar ares or high altitude nuclear explosionsOn March 24,
1991, for example, an external belt originated due to a particularly strong slar are

12
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while on July 9, 1962, a new belt at 400 km appeared during the Star sh Prime nclear
experiment [9] and lasted for around 5 years.

Radiation belts are composed by trapped particles coming from the Sun,hus the solar
cycle has great in uence on them. The variation of solar radiance with the 1lyears cycle
induces a periodicity of the low altitude trapped proton and electron uxes: during solar
maximum the Earth's neutral atmosphere expands compared to solar minimam conditions,
so that the low altitude edges of the radiation belts are eroded due toricreased interactions
with the residual atmosphere upper layers.

Particles in the radiation belts distribute according to magnetic eld lines in di erent
magnetic shells. These shells are surfaces generated by rotating a madic eld line
around the Earth magnetic dipole axis, and thus satisfying the followirg equation:

R = L cos® (2.3)

whereR is the distance in Earth radii from the idealized point dipole near the Earth's
center and is the magnetic latitude; L is the magnetic shell radius measured in Earth
radii. This model was rst introduced by Mcllwain [10], taking also i nto account higher
harmonic to model charged particles motion due to magnetic eld pertutbations.

The low altitude trapped particle population is also in uenced by secular changes
in the geomagnetic eld: the location of the center of the geomagnetic dipa eld drifts
away from the center of the Earth at a rate of about 2.5 km/year (the separationcurrently
exceeds 500 km), and the magnetic moment decreases with time. The coinkd e ect is
a slow inward drift of the innermost regions of the radiation belts.

The separation of the dipole center from the Earth's center and the intination of
the magnetic axis with respect to the rotation axis produce a local depession in the

VAN ALLEN RADIATION BELTS

Figure 2.7: The Van Allen Belts.
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Figure 2.8: Van Allen belts particle distribution at solar maximum generated with AP-8
MAX (for protons) and AE-8 MAX (plots unit is the Earth radius) [5].

Figure 2.9: The South Atlantic Anomaly (SAA).

low altitude magnetic eld distribution at constant altitude. As the t rapped particle
population is tied to the magnetic eld, the lowest altitude radiation environment (below
about 1,000 km) peaks in the region where the magnetic eld is depressedhis region is
located in the South East of Brazil, and is called the SAA.

Based on the geomagnetic coordinate system, standard models were deygéd to de-
scribe particle motion in the belts: the most used ones are AE-8 [11] forlectrons and
AP-8 [12] for protons, each of them able to represent particle ux duringsolar maximum
and minimum. AP-8 represents mainly the inner radiation belt while AE-8 represents the
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Figure 2.10: The South Atlantic Anomaly (SAA) projected on a world map. See [5]for
further details.
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Figure 2.11: Trapped proton and electron spectrum (computed using AP-8 ad AE-8
during solar maximum).

whole area around the Earth up to around 7 Earth radii.

From the output of these models, the total amount of particles that a satelite can see
while passing in the Van Allen belts can be computed: integration is pgormed on every
orbit and this can give the energy spectrum of the incoming particles,as can be seen in
Figure 2.11, where results were computed for several orbits with 98inclination.

Particle ux in high orbits (above 2000 km) is isotropic but in lower orbi ts particles
behavior is dominated by local magnetic eld lines and by the upper lgers of the atmo-
sphere: particles trajectory (usually an helix when they are mowving in a magnetic eld) is
de ected by the di erent density of the atmosphere layers generatng the so called East-
West e ect [13]. Flux has two peaks on the East and West side of the satdlie with respect
to the velocity vector: di erences can be as high as three or four time when compared to
the front or back side.
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Figure 2.12: Proton ux anisotropy (represented on the plane perpendiclar to magnetic
eld lines; polar angle = 90 and azimuth = 180 is coincident with satellite velocity
vector) [5]

The gas giant planets Jupiter, Saturn, Uranus and Neptune, all have intelse magnetic
elds with radiation belts similar to the Earth's outer belt. Jupit er's belt is the strongest,
rst detected via its radio emissions in 1955 though not understood at te time. Jupiter's
belt is strongly a ected by its large moon lo, which loads it with many ions of sulfur and
sodium from the moon's volcanoes. Saturn seems to have an \inner bélsimilar to the
Earth's, observed by Pioneer 11 during its 1979 y-by and probably prodwed by cosmic
rays which eject neutrons from Saturn's planetary rings.

2.3.2 Solar wind and ares

Solar wind and ares are the second most important source of radiation in Earthorbit
and they are heavily dependent on the solar cycle. Protons and ion nudlere the main
particles ejected by the Sun and they are emitted in particular duiing solar ares, which
can be seen as giant explosions on the Sun surface, but are also emitteditfwa much
lower ux) during the whole Sun life.

As shown in Figure 2.13, a solar are can last for several days, but its e ect can be
seen just few minutes after the actual are appears on Sun surface. Rafivistic energy
particles and photon can be seen rst, while lower energy particles an take up to hours
to travel due to the interaction with the solar corona and interplanetary medium. The
frequency of such events can be seen in Figure 2.1.

Due to the interplanetary magnetic eld, the most direct propagation li ne from the Sun
to the Earth originate from the heliographic longitude of 60 West: solar ares originated
in other regions can likely result in a negligible increase in partict count on the Earth.
Early detection systems pay attention to this to avoid generating fake alarms.

The ability of ionized particles to penetrate the Earth magnetic eld is dependent on
their rigidity, which is de ned as follows:

mvs,
B

where m is particle mass, v, is particle speed component perpendicular to magnetic

R = [eV] (2.4)
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Figure 2.13: Solar are time evolution [14].

eld lines and B is the magnetic eld strength. For every point and direction of approach
in there is a rigidity threshold value (called geomagnetic cut-o ) preventing particles with
lower rigidity coming from a certain direction to reach the speci ed point (see Figure 2.14);
particle ux is forced to zero when the Sun is shadowed by the Earth so no straight
propagation is possible. Particle spectrum along the orbit is computed ¥ integrating the
particle distribution multiplied by the geomagnetic cut-o and the E arth shadowing over
the orbit.

The de-facto standard for proton spectrum modeling is the JPL-91 modk[15][16]: it

Total Energy Required to Penetrate the Magnetosphere H

Z>1

Figure 2.14: Geomagnetic cut-o for protons (below) and heavy ions (above).

17



2 { The space environment

is mainly based on data from solar cycle 19, 20 and 21 and it is the rst model tgroperly

model the asymmetric behavior of the Sun during the cycle (7 actie years and 4 non-active
years). The spectrum is accurately modeled for the active periodwhile in the non-active

period no particles are ejected from the Sun. In the year 2002 the modlevas renamed to
JPL, after verifying that it was still consistent over solar cycle 22 and 23 and not requiring

anymore to be linked to the original dataset used to generate the modell[7]. The proton

spectrum along di erent orbits with 98 is plotted in Figure 2.15.

Beside protons, the Sun is also emitting several kind of nuclei gemated by the internal
nuclear reactions: this radiation contribution is modeled together wth galactic particles
and thus will be discussed in section 2.3.3.

From Sun nuclear reactions neutrons are also generated and accelerated eatremely
high energies but quite few of them are actually able to reach the Earth:a free traveling
neutron has a beta-decay half-life of 886 seconds. This is comparable the light travel
time from the Sun (499 sec), so only the fastest (relativistic) neutons can make it to the
Earth before decaying, while the others experience a' decay, where a neutron (n) decays
generating a proton (p), an electron @ ) and an anti neutrino(Vve):

n'! p+ e + Vv (2.5)

The directly arriving neutrons contain essential information about the original particle
acceleration, because they are not a ected by the magnetic eld. They ae di cult to
measure on the Earth because they trigger nuclear reactions when collitg with top
atmosphere layers and thus decay to secondary particles: the only waof measuring them
is thus by using satellite based detectors.

Solar Proton Fluence - 85% inclintion
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Figure 2.15: The Solar proton spectrum (computed using JPL model at solar raximum).
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2.3.3 Galactic sources

Particles generated from galactic sources are also called cosmic rays disethe fact that
they traveled extremely high distances before arriving to us (mosof the times particles
traveled from thousands to billion light years).

Cosmic rays are composed mainly by positively charged atoms which had tlireelec-
trons stripped by the extremely high energy processes that accalated them: protons are
by far the most common, but other nuclei are also present (see Figure 2.1fbr further
details). Beside heavy nuclei, high energy photons are common (mainly-rays but also
X-rays) but their in uence on electronic systems is limited because their ux is low and
their penetration in metals is limited.

Particles traveling to the Earth are also experiencing a de ecton due to the magnetic
eld (geomagnetic cut-o ) and Earth shadowing, as was happening with solar gotons (see
section 2.3.2 for further details).

The cosmic ray background is almost constant in all directions since all d@ove galactic
objects are producing cosmic rays (stars, supernovae, black holesanyway a stronger
ux is emitted by our galaxy, the Milky Way, because distance is lowea. Cosmic rays
measured by satellites (in particular measured before they interacwith the atmosphere)
are called primary cosmic rays because they were actually emitted byheir cosmic source
and traveled up to the Earth. After the top atmosphere layers, cosmicrays start to interact
with residual gas molecules thus generating other particles through nciear reactions: these
are called secondary rays and are the ones usually measured from ground. tging cosmic
rays is important to take into account their in uence on the satellit es: di erent models
are available and they are distinguished by the metric used to modeparticle uxes. For
physical research purposes, it is important to model particle ux asa function of energy

2 Cosmic rays chemical cormposition

Percentage - %
=)
T

10 20 30 40 a0 60 70 a0
Chemical element (Z)

Figure 2.16: Cosmic rays ux as a function of chemical composition (computé using
CREME-86 [18]).
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or their atomic mass, while our interest is more related to the e ectsthey generate in
electronic components and in particular on their ability to transfer energy to electronic
devices. The most used model for this purpose is called CREME [18] ani allows to
compute particles ux as a function of their Linear Energy Transfer (LET ) (see section 3.4
for further details). Furthermore, CREME allows to integrate cosmic rays contribution in
di erent orbits, as can be seen in Figure 2.17, where four di erent orbts were analyzed.

LET Spectrum - 98° inclintion
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Figure 2.17: LET spectrum in di erent orbits (computed using CREME- 86 [18]) with 2
mm Al shielding.

2.4 Satellite launch

This section is not completely related to the space environment, btiis focused on the
environment before and during satellite launch: failure to evaluatethis variable can easily
lead space missions to failure.

Before launch satellite is bolted on a release mechanism on the launctekicle: this
release mechanism can be an explosive bolt, or a spring based systemxpksive mecha-
nisms are usually employed in bigger satellites, where a strong gripn the launch vehicle is
important. Spring based mechanisms usually are used for smaller satiés (like CubeSats)
because they allow multiple satellite to be released from the sameedice (the deployer
acts like a dispenser releasing all satellites in sequence).

Satellites are launched by means of rockets, which impose strict qgirement on satel-
lite mechanical structure because it has to stand violent acceleratins and vibrations.
Speci cations vary widely from rocket to rocket and compliance with these speci cation
should be tested before launch to avoid satellite failure before imgction into orbit.

Di erent kind of vibration test speci cations were created to ensure survivability and
the main ones are: sine-wave sweep, random and shock tests. In siwave sweep test a
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sinusoidal vibration is applied to the satellite and then swept overthe frequency range of
interest to verify if vibrations are ampli ed by the mechanical str ucture: this ampli ed
level may be the result of a vehicle anomaly, a primary structural resonance or a locally-
induced perturbation. The frequency sweep rate is usually prestbed by every testing
standard, but most of the times a value of one octave per minute sweefsiused.

In random vibration test the stimulus is containing all frequencies at once (whose
instantaneous magnitude cannot be explicitly de ned) to better reproduce launch con-
ditions. Shock tests are used instead to simulate separation mecham ring and are
performed by making the satellite undergo a sudden acceleration toerify if mechanical
and electronic systems are still fully operational. For further detais on test speci cations
see section 8.1.

Beside vibration problems, the satellite is also going to experiere a sudden pressure
decrease during rocket ascent and fairing separation: proper holes shld be provided in
satellite mechanical structures to allow the air inside the satelite to exit without damaging
the system (see Figure 2.19 for an example pressure variation trend). Wally before rocket
launch, the fairing is lled with gas up to a pressure slightly higher than ambient pressure
to avoid contaminating gas and dust particles entering before launch.

(a) CalPoly single barrel P-POD[19] (b) Planetary Systems Corporation separation
ring

Figure 2.18: Separation mechanisms.
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“ega fairing pressure variation during launch
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Figure 2.19: Vega fairing internal pressure during launch [20].
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Chapter 3

Radiation e ects on electronic
components

lonizing particles, penetrating through a material, lose energy in ideractions with the

atomic lattice and leave a charged wake behind them. These interactias can originate
several e ects in the substrate, thus in uencing its physical properties. When electronic
components are exposed to ionizing radiations, their electrical charderistics can change
even dramatically, from the original, non irradiated ones.

This chapter will focus on the three main e ects that can be noticed on electronic
components: total ionizing dose, single event and displacement damageseets. For
better understanding these e ects and how to shield componentsrbm them, section 3.1
and 3.2 deal with patrticle interaction in matter and how to numerically compute particle
transport: this can be used for evaluating the radiation spectrum that can be found behind
a particle shield or inside the satellite and will give a better understanding of the next
sections that describe the e ects produced by high energy parti@s.

3.1 Particles interaction in matter

Charged particles passing through matter lose their kinetic energy byelectromagnetic and
nuclear interactions with the atoms of the lattice and this results in two main e ects:
collision energy loss and atomic displacement. Particles interactionsvhich result in the
excitation or emission of atomic electrons (for example ionizing the atom)are referred
to as energy loss by ionization or energy-loss by collisions while the Norohizing Energy
Loss (NIEL) processes are interactions in which the energy transmittd by the incoming
particle results in atomic displacements or in collisions where th&knock-on atom does not
move from its lattice location and the energy is dissipated in latticevibrations (phonons).
Depending on the patrticle, di erent e ects and mechanisms arise ad all of them contribute
to the stopping power, that is de ned as the derivative of energy ove the penetration

distance: it is in general measured in®Y- on a speci ed material or, more in general, in

MeV_cm? \yhich can be reduced to the rst unit by multiplying it by materi al density.
Heavy patrticles (this way are called particles heavier than electons, so protons and
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heavy ions), when accelerated to high energy (higher than few tens ofek/), have their
electrons stripped out and, as bare nuclei, they travel through the attice and lose energy
due to interactions with the lattice atoms electrons and only rarely interactions take place
with the nuclei of the medium. When the interaction is so strong to eject one electron
from its orbital, the stripped electron is called -ray. The interaction that generated the
stripped electron is called primary, while further interactions between this electron and
lattice atoms are called secondary.

The energy lost by positively charged patrticles traveling through mater is described
by Bethe-Block equation, which holds for the region between 100 kev¥amu up to about
100 MeV=amu (this notation is used to be independent from ion size), while forhigher
or lower energies other e ects start to be signi cant and require corection coe cients to
properly match particle behavior. The Bethe-Block equation statesthat:

" #

2,2 2 2
dE _ 4k3z e?n 0 2mc w2 ev (3.1)
dx mc2 2 I@a" 2 m

with:
ko = the Boltzmann constant (8:99 10° Nm?2C' ?)
z = atomic number of the heavy particle (1 for Protons),
e = electron charge (1602 10 1°C),
n = number of electrons per unit volume in the medium (6:9902 10?° in Silicon),
m = electron rest mass (2109 10 3'kg),
¢ = speed of light in vacuum (2:99 1C? D),
= % = speed of the particle relative to c,
I = mean excitation energy of the medium (169 eV for Silicon).

By solving this equation for protons (as incoming particle) and for Silicon (as lattice)
the curve depicted in Figure 3.2c can be computed: as it can be clearlyesn, the stopping
power has a maximum at 0.7mm and then drops sharply to zero. This can be eig
explained by looking at Bethe-Block equation: the slower the partcle is and the lower
the  will be and so the higher the%—')f will be. This can be explained in an easier way
by thinking that the particle exchanges more energy with the lattice when it is slower
(or with lower kinetic energy). The steep decrease in stopping pwer is corresponding to
the depth at which most of the protons stop (see Figure 3.1b). Not all the probns stop
exactly at the same depth because, as can be seen from Figure 3.1a, protonsj&ctory
is slightly divergent (the variance in the penetration depth is also called straggling) but
almost linear and with small deviations due to the interaction with matt er. Particles range
can be successfully approximated with a gaussian function, with awage value equal to
particle range and standard deviation equal to the straggling. By comparing kgure 3.1c
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Figure 3.1: 10 MeV Protons penetration in Silicon (computed with SRIM [21).

and Figure 3.1d it can also be seen easily that the energy loss by ionizatios imany orders

of magnitude higher than the non-ionizing component.

Electrons lose energy by collisions while traversing an absorber, g as massive charged
particles do. In addition, because of their small mass and depending orheir kinetic energy,
they will undergo a signi cant energy-loss by radiative emission, cdked Bremsstrahlung.

The treatment of the energy loss by collisions for incoming electronsollows the same
lines as for massive charged particles, and the equation is quite simil to Bethe-Block

one [22]:
dE 1 2e“nz " mv2E * eV
ax (4 )2 mv2 "z 2 +(n2+ 1 ° m
with:

Z = lattice atomic number (14 for Silicon),

e = electron charge (1:602 10 °C),
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m = electron rest mass (9109 10 3lkg),
n = number of electrons per unit volume in the medium (6:9902 10?° in Silicon),
v = incoming particle speed,
¢ = speed of light in vacuum (2:99 10° ),
= % = speed of the particle relative to c,
E = incoming particle energy.

Since electrons are hitting lattice electrons and their mass is thesame, both particles
will experience strong deviations. When a charged particle expeeince a decelerations (thus
changes its kinetic energy) a photon is emitted whose energy is the saras the energy
lost by the electron. This mechanism is called synchrotron emissionvhen it happens in
vacuum and Bremsstrahlung when it happens in a di erent medium. Radiative energy
loss is expressed by the following equation:

dE_ nEZ (Z + 1) é&* 2E 4 eV

ax 137m2c Aot o3 m (3-3)

with:
Z = lattice atomic number (14 for Silicon),
e = electron charge (1:602 10 '°C),
m = electron rest mass (2109 10 31kg),
n = number of electrons per unit volume in the medium (6:9902 10?° in Silicon),
c = speed of light in vacuum (2:99 10° ),
E = incoming particle energy.

The total energy loss experienced by electrons is thus the sum of thprevious two
components, and the results of the previous two formulas are depicteth Figure 3.2c. As
it was discussed before, electron trajectory is not a straight lineput it is in uenced by the
knocks with other electrons, as can be seen in Figure 3.2a: the same réstan be seen by
looking at Figure 3.2b where the position where incoming electrons stopfter penetration
is plotted. Since the path is not linear, a penetration depth is quite di cult to de ne, as
can be seen by comparing Figure 3.2b with Figure 3.1b. Protons in fact stop alost at
the same depth (excluding a small variance, the straggling) while thé cannot be said for
electrons.

As it was computed for protons, also electrons lose part of their energy by anon-
ionizing interactions, even if this mechanism is weaker than the ioizing ones, as an be
seen in Figure 3.2d. Furthermore, a comparison between non-ionizingnergy loss between
electrons and protons can be seen in Figure 3.23.
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Silicon
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Figure 3.2: 10 MeV Electrons penetration in Silicon (computed using Caigo [23]).

To properly compute particle transport in matter, the simple equati ons presented above
are not enough to take into account all the e ects that may arise, so thesecomputations
are in general performed with specialized softwares. Particle trangprt codes are in general
used for high energy physics experiments and most of the software wedeveloped for this
reason. GEANT4 [24] is the most used due to its accuracy and speed: it was deoped
by CERN for particle accelerator research and it is the basic tool usedd develop the
LHC accelerator [25]. GEANT4 performs 3D Monte Carlo simulations for determinng
the particle trajectory inside the medium and achieves extremef good results; anyway, to
have reliable simulation, an extremely high number of particles is reded, thus requiring a
long time. When particles propagation need to be calculated through a plaar structure,
MULASSIS [26] can also be used: it is a sub-set of the full GEANT4 package lined to
planar geometries. Just to make an example, the plot in Figure 3.3 took aboufl2 hours
to be computed with MULASSIS using one billion particles to achieve the result. With a
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3 { Radiation e ects on electronic components

lower number of particles, due to the probabilistic approach in the Monte Carlo method,
the result is in uenced by a huge number of spurious peaks that got inkead averaged with
such a long simulation. This simulation took as input the solar proton uence in one year
in LEO and the result is the proton spectrum inside the shield. This is a quite important
value since it allows to properly select electronic components by @ning the radiation
environment they have to stand. The simulation requires also sucha high number of
particles because of the wide range of energy and uence the input spam spans.
These tools furthermore allow to compute matter interaction with a wide rage of
particles, ranging from protons and electrons up to neutrons, muons, garks and neutrinos.
Other tools can be used to compute particle propagation through simpler gemetries
and for single particles, like SRIM [21] or Casino [23]. The former is usaf for computing
positively charged particles, such as protons and heavy nuclei, intaction with matter; the
software is in reality two fold: a Monte Carlo solver is used to computeinteractions with
matter, but many pre-computed tables are also used to speed-up theoenputation. These
tables allow to compute in few seconds particle range and energy loss forvede variety
or materials and compounds. The latter software, Casino, is used insteadot compute
electrons interaction with matter by Monte Carlo simulation. Perform ances are quite
similar to SRIM but there are no pre-computed tables to simplify smulations. While
protons propagation can be easily modeled using SRIM tables, range for eleans has
a too wide variability range, thus making this approach more complex. Basd on pre-
computed tables, a faster and approximate particle propagation code was deloped to
evaluate proton uence behind the AraMiS mechanical structure: this new approach is
approximate but allows to compute output spectrum in few seconds andt could be really
useful for de ning the best shielding geometry. A precise simudtion can be then performed

Proton energy spectrum inside the satellite

= Proton Spectrum
— After solar cells
— After external PCB
e After Aluminurm panel
—— After thermal insulator
After Internal PCB RN
i R

Particle fluence - particles cri?

10 10 1’ 10
Energy - Mey

Figure 3.3: Protons through a multi-layer shield (computed using MULASSS).
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Figure 3.4: LET in Silicon (computed with SRIM [21] for protons and heavy ions, with
ESTAR [27] for electrons).

to verify the result, without needing a full (and 12 hours long) simulation at every design
step. Further details about it can be found in section 3.2.

The part of incoming particle energy that induces ionization on an electonic device
can generate two main e ects, depending if charge is injected in an sulating or in a
conducting area. If the injected charge is located in an insulating ara, it will not be able
to recombine in a short time and it will be thus trapped: this will generate problems due
to the accumulation of charge, leading to total ionizing dose problems (s section 3.3).
If the insulating area is inside a capacitor, charge can be injected thre, thus changing
the stored value (further details about this e ect can be found in sedion 3.4). If charge
is injected in a conducting area the electron-hole couples can exgdence di erent e ects
whether or not an electric eld is present. If no electric eld is present, recombination
will annihilate them in a short time, thus leading to no e ects. In case an electric eld is
instead present (such as for example on a high resistive region or ingda p-n junction)
holes and electrons will drift in opposite directions thus giving bith to a current that
may generate upsets in the circuit (see section 3.4). These e ectBnearly depend on
incoming particle LET, which expresses the amount of energy lost in ioizing interactions
with matter (see Figure 3.4). When instead, the prominent e ect geneated in the device
is the displacement of lattice atoms, electrical and optical charactestics of the device are
degraded: further details about it can be found in section 3.5.

3.2 Fast ion transport in matter

Particle transport codes are used to compute the amount of energy lost anthe trajectory
a charged particle follows during its interaction with matter. Those codes are in general
used, for space applications, to compute whether a charged particle &sble or not to pass
through a thin layer of matter that acts like a shield. This shield can be able to completely
stop this particle or just attenuate its energy. Current computer codes for this application
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Protons stopping power in Aluminurm Protons penstration in Aluminum
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Figure 3.5: Protons penetration in Aluminum (computed using SRIM [21]).

use a statistical approach that requires the computation of all the interactions generated
by a huge number of particles while passing through matter. Many equatins are available
for computing particle transport but they do not take into account all th e contributions
and thus, can lead to errors but the computation time is extremely lover.

As it was discussed at the end of section 3.1, protons and heavy ions transgoin
matter can easily be approximated with pre-computed tables as can be s@ in Figure 3.5:
these tables are computed using SRIM [21] in just few seconds. But datin these tables
were computed using Monte Carlo simulations, so they could not be exgssed in a closed
form equation.

The approach suggested here to speed-up this computation is to take advtage of a
closed-form equation for approximating particle transport, but ttin g this equation with
the results found in SRIM tables such that the total error associated vith an analytical
solution is minimized.

The equation that needs to be approximated is the Bethe-Block equaobn, that is
expressed as a di erential equation: as it can be seen in Figure 3.1c/this a quite complex
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14 MeV protons energy loss in Water 14 MeV protons energy loss error in Water
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Figure 3.6: 14 MeV Protons energy loss in water (computed using SRIM [21]).

equation to approximate. But what is actually needed is the integral of this equation, that
is represented in Figure 3.6. This second equation expresses the aat amount of energy
the particle has during the interaction with a layer of matter. As it i s suggested in [28],
this function can be approximated with the following equation:
1
R" x »
E(x) = "

MeV] (3.4)

whereR is proton penetration and the two constants and p equal to 338 10 °
and 1.6. These the two coe cients were computed from Bethe-Block quation for water
and they only apply for that material. But, as the authors say, this does ot take into
account particle straggling, which increases the error in the region neato the maximum

penetration. This error can be easily solved by adding a further paramter:

1
R" x »

E(x) = + k [MeV] (3.5)
Using this third parameter, as could be seen in Figure 3.6, the error is gratly reduced.
The three constants needed, , p and k can be computed by tting the previous equation
using SRIM tables for water. For tting three parameters, at least thr ee points are needed,
as can be seen in the previous gure; they have coordinates (&), %; Eo " %%—E
and (Rs; 0) where Eg is the incoming particle energy, R is particle Bragg peak position,
Rs is the Bragg peak position plus the straggling and%—')f is incoming particle stopping
power. The rst and the last point are quite straightforward to unders tand, since they
describe the curve before the rst interaction (the rst point) an d when all the energy has
been deposed (the last). The coordinates of the third point are compwd by approximat-
ing Bragg curve in the rst part with a line with tangent equal to the s topping power.
This approximation has been veri ed over a wide range of energies and ishowed good
consistency. By performing a numerical t of equation 3.5 with the previous three points,
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3 { Radiation e ects on electronic components

the curve represented in Figure 3.6 can be computed. As can be seermtifn Figure 3.7 the
error between the approximated curve and the energy loss computed #i SRIM is around
3% at 10 MeV, which is below SRIM results error bar (about 8%). The plotted error
is the maximum error over the full penetration range, which usually $1ows a peak near
maximum penetration depth (see Figure 3.6), while it is quite lowerin the other points.

Given the positive results just pointed out, this idea will be applied to proton transport
through a planar shield to compute the particle spectrum behind it. Using equation 3.5,
energy loss through the shield can be computed: the same procedure cae repeated to
compute energy loss for a continuous particle spectrum as can be seenhigure 3.8 (see
attenuated proton spectrum line). One assumption has been made for comyping this
result: all the protons pass through the shield, even if this is not tue, since, instead, most
of the low energy ones will not pass. This further problem can be solvetty computing
protons range in the shield material and imposing that, if the shield isthicker than the
penetration depth, no proton will pass through. But this is still inc omplete since straggling
has been neglected. Protons penetration depth in the shielding canébapproximated by a
gaussian curve (see Figure 3.1b) with average equal to particle range and vance equal
to particle straggling. In this way, the probability, for a proton with e nergy E, passing
through a shield with thickness equal to X is:

1 R " x
X) = = Erf — + 1 3.6
p(x) > % (3.6)

with R equal to particle penetration in the shielding material and S equal to particle
straggling. This probability can be computed for all the points in the input spectrum
and the result can be simply multiplied by the attenuated energy spectrum, as depicted
in Figure 3.1b: the result can be seen in Figure 3.9, where the resultsicompared to
MULASSIS output. This method is not extremely precise (the error isaround 10%) but it

Approximation errar
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Figure 3.7: Maximum approximation error as a function of energy (computed $ing SRIM
and the proposed algorithm).
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Figure 3.8: Proton energy after passing through a 1.5 mm thick Al shield (comuted using
MULASSIS and the proposed algorithm).

is really fast: 12 seconds are necessary for computing the result, wliusing MULASSIS
at least 12 hours are needed. The same approach can be used if incoing paeg are
heavy ions since SRIM is also able to generate those stopping powergps but it cannot be
applied to electron transport since, as can be seen from Figure 3.2, thevarage trajectory
is not a straight line, thus penetration is widely changing from particle to particle.

The previous considerations enlight the advantages of using this appramated method:
it can be used during the rst evaluation of a particle shield e cien cy and for selecting
proper materials to shield incoming particles. This method allowsto evaluate in a short
time a great variety of di erent materials and, when the optimal compromise has been
selected, a full Monte Carlo simulation can be performed.
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Figure 3.9: Protons penetration in Aluminum and Germanium (computed using SRIM [21]
and the proposed method).
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3.3 Total lonizing Dose

A charged particle penetrating through a semiconductor creates, dued Coulomb interac-
tion, a charged wake of holes-electrons pairs: the number of generated cers is directly
dependent on particle LET and on electron-holes generation energy (in 36V in Si, 17eV
in SiO2). When these couples are generated in a bulk semiconductor, reconmaition
acts to remove them without generating other issues. When insteadan electric eld is
present, these free charges start moving (generating a photo-cumég through the material
and their e ect is quite di erent if the material is an insulator or a ¢ onductor. In a con-
ductor this current will ow to other parts of the circuit modifyi ng circuit behavior (SEE)
without permanent e ects. The holes and electrons mobility is quite di erent in dielectric
(20 cmP=Vs for electrons and 104 10 “cm?=Vs for holes) so electrons will drift away
from dielectrics much faster, while holes will be trapped: this tapped charge quantity in
insulating layers can degrade electronic devices and also stop operatis.

The unit of measurement of deposed charge is the gray, however, the mossed unit
is the rad (Radiation Absorbed Dose (rad)) which is equal to 0.01 gray, 1(5}‘(‘—“" or 1009@]&.
Absorbed dose can be converted also to electron-holes number by meanst%)é following
equation:

e" hpairs _ Dose Density a
rad cm3 Electron " Holes creation energy. -
100 erg 10073 eV
_ g erg 1.6 10019
- Ee! h

which is equal to 81  10'2 oS in Sj0,. It should be noted that total ionizing
dose should always be expressed together with the material in whiclsiwas calculated (for
example 100rad(Si)). Total lonizing Dose (TID) can also be expressed as fnction of

incoming particle energy, according to the following equation:

Z
TID = LET(E)( E)dE (3.7)

whereE is incoming particle energy,LET(E) is incoming particle linear energy transfer
as a function of energy and is particle uence.

Total absorbed dose is a cumulative e ect that originated by trapped charge is an
insulating layer; after particle penetration several mechanism sbuld be taken into account
to understand all the e ects (see also Figure 3.10 for further detail}:

generation of e-/h pairs (17 1eV=pair in Si0y);

prompt recombination of trapped electrons (due to their higher mobility). In Si0,,
electrons are much more mobile than the holes and they are swept out of thexide,
typically few picoseconds. However, in this rst amount of time, a fraction of the
electrons and holes will recombine while holes;
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free carriers trapped in the oxide start to migrate due to the electic eld or di usion.
This second process causes the short-term recovery of radiation degtation and it is
quite slower to fully complete (about 1 second) but it is very sengive to the applied
electric eld, temperature, oxide thickness, and oxide procssing history;

formation of trap states in the dielectric. The e ect generated by these trap states
can last from several hours even up to years, but anyway they undergo a gdual
annealing;

formation of interface traps by means of reactions with free protons: thes hydrogen
nuclei are impurities in the Silicon that were trapped during manufacturing pro-
cesses. These atoms do not interfere with device properties uhtihey get activated
(by for example, a trapped hole in the dielectric).

These physical mechanisms in uence an electronic device in dient ways, depending
on its technology: the two most important device technologies are the biplar and the
MOS one.

In MOS transistors a thin oxide layer is used to insulate the gate fom the channel and
its characteristic are important in determining transistor perform ances. As it was speci ed
before, defects can accumulate in the dielectric or near the intedce with the Silicon, as
depicted in Figure 3.11 and they can degrade performances, as describedthis equation:

Qr . Nie( 1) ., Noe
COX COX COX

where Vtﬁ is the transistor threshold voltage, Qs is the total trapped charge due to
impurities, Coy is the gate capacitanceNj; it the total number of interface trapped charges,

Vi = V2 " (3.8)
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Figure 3.10: Trapped holes in Silicon dioxide (Marc Poizat, ESA).
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Figure 3.11: TID in MOS transistor (Marc Poizat, ESA).

Nt is the total number of oxide trapped charges ande is the electron charge. From this
equation it is easy to see which e ects can be generated by trapped chges: the most
important e ect is the shift in threshold voltage. The last component in equation 3.8
depends on oxide trapped charges and this contribution is always posite in N-MOS and

P-MOS because trapped charges are always holes. The second contrilarii in the same
equation is instead dependent on interface trapped charges and oxidéHicon potential,

which can be positive or negative according to transistor type, which nakes this component
negative for N-MOS and positive in P-MOS. The rst parasitic component is instead due to
lattice imperfections, an it is not strictly linked to radiation iss ues. It is easy to understand
that, P-MOS transistors will see their threshold voltage increase wih radiation (in absolute

value) while N-MOS transistors can see the threshold increase or desase according to
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Figure 3.12: Leakage current in irradiated MOS transistor (Marc Poizat, ESA).
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Figure 3.13: Parasitic MOS transistor (Marc Poizat, ESA).

the magnitude of the two total dose shift components.

This problem is anyway going to be less severe with new technology ned since gate
thickness is reducing, thus making the electric eld increasen that area: this has a good
e ect on trapped charges that can then drift out of the dielectric by th emselves due to
tunnel e ect (see section 5.1 for further details).

Together with threshold voltage shift, MOS transistors will also see abig increase
in sub-threshold current, as can be seen in Figure 3.12, which is again ndy due to
degradation in the gate oxide. This e ect can also explain quite well the increased current
consumption that can be measured on components after irradiation. Even ithis problem
is usually not dramatic due to the high quality in gate dielectric, this is not the case for
the buried oxide or for the shallow-trench one, which is in general opoor quality. Lower
guality oxide presents a higher number of trap levels in the energygap that can collect
holes after radiation. This can cause a threshold shift in all the parasiic transistors, as the
one that can be seen in Figure 3.13 which is on the side of the real transist, below the
gate end border, above the channel. Here the trench oxide, which isuite thick, creates a
parasitic transistor with a high threshold voltage (higher than maximum supply voltage
in the non-irradiated device) which can be turned on if the threshotl down shifts due to
radiation. This is a common problem in commercial electronic componentshat can solved
by modifying transistor layout (see section 5.1 for further details.

The last component that can degrade transistor performances under radiatin is direct
gate current: with technology scaling, in fact, gate thickness reducediramatically down
to few nanometers. Radiation can thus enhance, by creating more trap leaals in the oxide
energy gap, this current, which is mainly due to tunnel e ect through the potential barrier.

Circuit bias can also play an important role in radiation tolerance, espea@lly in MOS
transistor which show higher tolerance if they are left powered o: this makes them
particularly suited for use in cold redundant systems, where the old spare will degrade
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Figure 3.14: Base region depletion in Bipolar transistor (Marc Poizat, ESA).

less due to radiation (for further details, see section 5.4).

Bipolar transistors do not use directly an oxide layer to operate, but dielectrics are
anyway present for technological reasons: a passivation layer is used oogt of the transistor
to protect it, but under radiation this structure can become a parasitic MOS device. On
top of the base region, this passivation layer can trap charges (see Figure13l) and this
can act as a transistor shorting the base region, which reduces base cant actually going
towards the emitter, thus reducing the gain. A leakage current can ale originate from
base region to the collector one (see Figure 3.15). These two e ects coitbute to reduce
transistor gain and increase leakage components and their e ects is more \s&re if the
transistor is left un-biased because the electric elds can act toricrease trapped charge
drift and recombination.

Furthermore, bipolar devices show an important dependence on radiatin dose rate:
the lower the dose rate is and the higher the defect creation and degradain will be. This
contribution, called Enhanced Low Dose Rate Sensitivity (ELDRS), canbe explained by
considering proton migration through the device [30]. Radiation release$i * ions in the
oxide from defects, which, under positive bias, are driven to theinterface, where they

decrease e e sc i

Main effects Collector n-

* Gain degradation (B or hgg
* Leakage

Figure 3.15: Leakage currents in Bipolar transistors (Marc Poizat, ESA).

38



3.4 { Single Event E ects

directly interacts with oxide defects: the di erence between low dose rate and high dose
rate can be explained by examining the relative roles of holes an#l *, both of which are
driven towards the interface. Holes have higher mobility so that they get to the interface
region rst. Under low dose rate conditions, the positive charge in the aide does not
interfere seriously with H* migrating toward the interface because the holes have time to
migrate close to the interface and/or get annihilated via electron tunnding. As a result,
their ability to inhibit the later motion of H ™ is reduced. Thus, depassivation of dangling
bonds occurs relatively e ciently at low dose rates. Under high dose ate conditions the
positive charge in the oxide builds rapidly to a high value and acts as an lectrostatic
fence during irradiation, shielding the interface fromH* and resulting in a smaller level
of defects creation.

When electric elds are present, even at the relatively low eld magnitudes typically
found in bipolar eld oxides, the ELDRS e ect is dramatically reduce d because the eld
acts to sweep the holes out of the bulk of theSi0,, reducing interface trap formation.

3.4 Single Event E ects

High energy particles lose their energy mainly through ionization and, if tis energy loss
took place in a region with an electric eld, the injected charge drifts according to eld lines
and induces a very short duration current pulse in the circuit (usually less than 10ns).
After this initial current peak, the pulse can propagate through the circuit, inducing
an anomalous behavior that depends on circuit layout and technology. Injeied current
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Figure 3.16: ELDRS in Bipolar transistor [29].
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Figure 3.17: Source of latch-up in CMOS [31].

magnitude linearly depends on particle LET, since this parameter desribes the amount
of energy lost in ionizing interaction with matter (see Figure 3.4).

The e ect can manifest in a transient way (Single Event Transient (SET)), or this
can become permanent if particular circuit area are hit: if the hit area is a memory
element, the stored value can be modied (Single Event Upset (SEU))or, if a parasitic
SCRis triggered, an anomalous current consumption can be generated in th@rcuit (Single
Event Latch-up (SEL)). When in general, the e ect of an ionizing partic le causes a device
malfunctioning, this is called Single Event Functional Interrupti on (SEFI) but it is not
strictly related to a particular e ect but to the interruption of ¢ orrect operations in the
system.

Bulk CMOS designs contain two parasitic bipolar transistor structures that form a
four-layer structure, similar to a Silicon Controlled Recti er ( SCR), shown in Figure 3.17.
This SCR is not involved in normal operations but transient signals at the input or out-
put terminals can inadvertently trigger it on, when it starts drawin g very large currents
that may cause catastrophic failure, and can only be turned o by temporarily removing

p+ subsirate

Figure 3.18: Snapback equivalent model in a CMOS circuit.
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Figure 3.19: Charge injection in di erent types of CMOS processes.

power. All CMOS designs use special guard bands and clamp circuits at I/Qerminals

to prevent this from happening in standard circuit applications, however, in a radiation

environment transient signals are no longer con ned to I/O terminals, and current pulses
from heavy ions can trigger a latch-up in internal regions of a CMOS devie as well as
at 1/0 circuitry. In most circuits, currents of several hundred mi lliamperes or more will

ow in the localized region where latch-up is triggered, rapidly heating that section to

extremely high temperatures and usually generate localized damages tihe silicon and
metalization, and maybe to other regions.

Furthermore, a micro-latch-up is de ned as a latch-up initiated by a single heavy
ion in which the current is limited by the device internal circuitry. Since the current is
limited, the micro latch-up is not destructive, but the e ect on device functionality can
be signi cant (SEFI).

Snapback has many of the characteristics of latch-up, but can take place whin a single
MOS transistor structure: it can occur thus in Silicon On Sapphire (SOS) and Silicon
On Insulator (SOI) technologies that do not contain four-layer parasitic structures or in
discrete devices. A single high-energy particle may trigger snapb&cwhen the parasitic
bipolar transistor that exists between the drain and source of an MOS trarsistor ampli es
avalanche current that results from the heavy ion. This results ina very high current
between the drain and source region of the transistor, with subsequénocalized heating.

Many variables a ect latch-up, including the bias conditions applied during testing.
Latch-up tests should be made under conditions of maximum power supglvoltage. An-
other important variable is temperature. At 125 C the threshold LET for latch-up de-
creases by about a factor of three when compared to its room temperaturealue. There-
fore, latch-up testing must be done at the highest temperature requed in the application.
A null latch-up result at room temperature cannot provide any direct information about
the likelihood of latch-up at higher temperatures.

SET are generated when a cosmic particle strikes a sensitive noddthin combinational
logic or an analog high impedance node. A voltage disturbance is produced ahat node
which may propagate through the circuit generating short pulses (from éw tenths of
picoseconds up to few tenth of microsecond) with varying amplitude @épending on circuit
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3 { Radiation e ects on electronic components

Figure 3.20: Dynamic RAM Single Event Upset (SEU) [32].

topology and injected charge. As can be seen in Figure 3.19, dierent IC teamologies
can show di erent charge collection characteristics: better perfomances can be seen for
thin substrates, that reduce the area where charge collection can takplace. For further
details on SET propagation in electronic circuits, please see section I.. These transient
e ects can become permanent if they get latched by a memory elementthis can happen
if the transient is taking place next to a clock transition causing a memory element to
store the altered value. Transients are usually quite short in time, but with increasing
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Figure 3.21: Static RAM Single Event Upset (SEU).

clock frequencies the probability is increasing.

But beside combinational logic, also memory elements can su er SEU whean high
energy particle hits directly the storage element. The memory elerant can be of three
main types: a ip- op, so made with combinational logic, a static Random Access Memory
(RAM) cell, a dedicated cell in general made using six transistors, oa dynamic RAM
cell, made using one transistor and one capacitor.

The behavior of a dynamic RAM cell is depicted in Figure 3.20: on the leftthe cell is
initialized to logic 0, while on the right it is initialized to logic 1. Wh en the cell is hit by an
ionizing particle, the charged wake left can be clearly seen: after erge is injected electrons
and holes are swept in opposite directions by the electric eld that pushes electrons back
into the well and the hole outside of it. In this way, a stored 0 is not modi ed by the
ionizing particle, while a stored 1 is upset because electrons gemted by the charged
particle are injected into the cell memory, thus showing a stored0.

In a static RAM instead, the memory element is made by two inverterswith a feedback
loop (see Figure 3.21): if the ionizing particle is able to inject a curent in the Q or Q node
in the previous gure, this parasitic component gets integrated by MOS input capacitance
and, if total injected charge is higher than a threshold value, the upstis triggered.

These upset mechanisms can be prevented with particular layout sations, but this
usually requires an ad-hoc production process which makes thes@kl of devices expensive.
The usual solution employed is to use instead redundancy in memoryetl elements and
logic circuits and comparing the results to notice eventual upsetsData stored in memory
are also protected with error detection and correction codes.

3.5 Displacement damages

Displacements occur when the primary interaction between an inconmg particle and the
lattice results in the displacement of one or more atoms from their lattce position. A
vacancy is the absence of an atom from its normal lattice position while the adm that
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Figure 3.22: Lattice displacement.

moved into a non lattice position is called an interstitial. The combination of a vacancy
and an adjacent interstitial is known as a Frenkel pair. This simple @n guration is in
general the result on a low energy particle hitting the lattice and creating a single Frenkel
pair. Most of the times the knocked-out atom still has enough energy to hiand displace
a neighbor atom, thus creating a more complex structure called cluste

Once defects are formed by incident radiation, they will reorder toform more stable
con gurations: vacancies are in fact unstable and tend to be lled by nearatoms, thus
creating a sort of migrating vacancy that tends to link to impurities and other interstitial,
creating a Frenkel pair. This e ect is also called defect reordemg and it depends on tem-
perature and excess carrier concentration. Defect reordering is ually called annealing,
which typically implies that the amount of damage and its e ectiveness are reduces with
time: in general, the reordering of defects with time or increasedémperature to more sta-
ble con gurations can also result in more e ective defects. This praess is often referred
to in the literature as reverse annealing in contrast to the more typical process of forward
annealing.

In general, any disturbance of lattice periodicity may give rise to eergy levels in the
band gap and they can have a major impact on the electrical and optical behader of
semiconductor materials and devices. Displacement damages can indudesturbance in
carrier generation, recombination, trapping and tunneling. In principle, any combination,
or all, of these processes can occur and the role a particular level pisdepends on variables
such as carrier concentration, temperature, and the device region in kich it resides (e.qg.,
in a depletion region) [33].

Given the complexity of analysis of this topic and its dependence on dédce technolog-
ical and layout features, a complete modeling of the e ects is extrmely hard to achieve.
For this reason a high level approach is in general adopted: instead of moded) the exact
atoms behavior, the amount of energy that actually leads to these e ects§ computed.
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Figure 3.23: NIEL in Silicon [22].

This approach allows also to compute the contributions due to di erert radiation envi-
ronments and di erent particles (see Figure 3.23). The actual amount of eergy that an
incoming particle loses in lattice interactions and that generates diplacement damages is
called NIEL and it is in general computed by Monte Carlo simulations consilering the
kinematic interactions between the incoming particle and the lattice and its measurement
unitis MeV cm? = mg, as for the LET that describe energy transfer by ionization and ex-
citation per unit length. The stopping power (see section 3.1) can tha be seen as the sum
of ionizing and non-ionizing energy loss. Displacement damages in spacesagenerated by
higher mass particles (so protons and heavy ions) more than from electran protons then
are the major component due to their relative abundance with respecto heavy ions (see
Figure 2.16 for further details).

NIEL is thus a function of incoming particle, varying for every kind of particle and
substrate, that expresses the actual portion of energy lost in the nonenizing interaction.
To compute the total amount of energy deposed by a mono-energetic particleeam, it is
only necessary to multiply particle uence times the NIEL. This is also valid for a contin-
uous energy spectrum and the only di erence is that the single produat is exchanged with
the integral of the NIEL function times the particle energy spectrum as in the following
formula:

Z
NIEL = S(E) NIEL (E) dE (3.9)

where S(E) is the particle uence as a function of energy. As this equation was used
to compute the total non-ionizing deposed energy for an energy spectruymnwe can also
calculate the equivalent damage produced by a mono-energetic spectruwith this formula:

RS(E) NIEL (E) dE
NIEL (Ebeam)

where Epeam IS the particle energy of the mono-energetic beam. This equivalenceolds

Fluence = (3.10)
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for all the incoming patrticles variety and allows to compute the equinalent particle uence
that generates the same amount of displacement damages as the input speatn. This is
really useful for radiation tolerance testing since it is impossibleto generate on ground a
particle spectrum equivalent to the one that a space component willimteract with in orbit.

The great advantage that this approach o ers is also that, as it was demonstratedby
many experiments [34][33], device degradation from particle-inducedigplacement damage
shows a linear relationship with NIEL for a variety of electrical parameters, incident
particles, and device materials. This simpli es a lot all the computations since the NIEL
calculations describes the energy deposited into the formation of Fiekel pairs and do not
consider the processes by which stable electrically active defts are formed.

The devices that experience the most displacement damages are the adat employ a
p-n junction, so from bipolar transistors to optical sensors and transdwers. In particular,
for diodes, an increase in leakage current and voltage drop is in general espenced which
translates in an hgg reduction in bipolar transistors. Photo-diodes and photo-transistors
experience reduced photo-currents and increased dark currentsyhile for the latter a re-
duction of current gain is also present. LEDs and laser diodes will sean output power
reduction as a function of the dose and this will also in uence opto-cougers. Solar cells
usually are the components experiencing the worst degradation becauskey are exposed
on the external side of the satellite, and thus face direct particle ux: they in general
experience a reduction in short-circuit current an open-circui voltage, which then gener-
ates a reduction in power output. Since displacement damage tend to odify the material
energy gap by introducing further energy levels, they also change ojual properties of
the materials, in particular the highest degradation can be seen in theight transmission
coe cient. For further details about displacement damage, see sectins 5.2 and 8.2.1.
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Chapter 4

Low-cost vs. traditional space
missions

Spacecraft structures have evolved in the past forty years, passinfrom the rst ones
(the Russian Sputnik and the American Explorer-1) which were quitesimple and low-size
missions to present satellites, like the Hubble Space Telescoptihie communication or the
weather monitoring satellites that are now part of everyday life.

Satellites have always been looked as a highly expensive busingsgich requires deep
knowledge and experience to achieve success: this idea was prinhatinked to the high
initial costs required for their development and launch. In the rst years only governative
entities could a ord a satellite launch, also because it was not proviegédd as a commercial
service but it was a military a air. But with the evolution of satellit es and the birth of
commercial space companies, this market had a gradual growth up to now, vén several
private companies are operating, also providing launch services. Manyore launch oppor-
tunities appeared then, thus lowering also the price for a satelte launch and this allowed
an even higher business increase.

This chapter is devoted to the analysis of satellite costs to show thatow-cost solutions
can be an alternative: a brief analysis of satellite sub-systems is p®rmed, to better
show how a satellite is actually composed. Beside the usual approach ®&pace systems
development, a low-cost approach will be also presented, highlightg its advantages and
disadvantages.

4.1 Traditional satellite architecture and components

An unmanned spacecraft is composed by at least these three componentshet payload,
the spacecraft bus and the launcher adapter. The payload is that particlar equipment
that needs to be put in orbit; the spacecraft bus is the rest of the satllite, which holds the
payload an provides communication an power supply to the payload, whi the launcher
adapter is the shaft used to attach the satellite to the rocket and reease it during orbit
injection.
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The payload is the sub-system generally dictating mission constraits: bus size, avail-
able power and communication data rate are heavily dependent on the paitular payload
carried and this in uences also orbit selection. Bus is also desigmkconsidering the se-
lected orbit since it dictates available power, thermal conditions link budget and attitude
control requirements. The bus is usually divided into many sub-gstems, that could be
present or not according to speci c needs.

The power sub-system is used to supply power to the payload and tthe rest of the
satellite: it should have a power source (usually solar cells, buti some cases nuclear power
generators are also used); a power storage unit, used to supply energy ¢ase of eclipse
(when solar panels are used) or to supply power consumption peaks; a wer conversion
and distribution system that is needed to route power to all satellte sub-systems. Power
sub-system is highly dependent on the speci ¢ mission the sateté should perform, so its
usually an ad-hoc system: communication satellites usually have lowclipse time but have
a constant high power consumption due to their radio equipments, whe radar satellites
usually have a low average power consumption but with extremely ldh and short peaks.
Power storage or generation modules experience a performance degradationorbit due
to components aging thus requiring a safety margin to allow to meet mision requirements
even at the end of operating life.

The communication sub-system links the spacecraft to the ground opetors which
control the on-board payload. Information is usually owing bi-directi onally: from ground
commands and eventually software updates are sent to the satellite (fis is called uplink)
while data about satellite status of health (housekeeping data) and payad data are
transmitted to ground (this is called instead downlink). The two | inks (up and down) have
di erent requirements and most of the times are also operated in two derent frequency
bands. Uplink usually does not have many requirements on channel dataate since the
amount of data is limited; for security reasons usually this link is al® encrypted to avoid
that external operators could take control of the satellite. The downlink channel is used
to transfer both housekeeping and payload data, which may have complety di erent
requirements: usually the housekeeping channel does not regeira high data rate, while
payload data are usually more demanding on this side. It is not uncommon tbn to employ
two separate channels, thus allowing also contemporary use. Housekeeg channel usually
does not depend on the particular mission and can be seen as a \standard" cgronent,
while the other one is usually an ad-hoc system.

The command and data handling sub-system is responsible of managing theatellite:
it is responsible of distributing commands to the other sub-systens and to coordinate their
operations. Commands from ground are usually directed to this system (@mnetimes also
called On-Board Computer (OBC)) that elaborates them before deliverng them to the
rest of the satellite. The OBC is usually a high performances computewith a data storage
system that is used to temporarily store data from the payload or teleméry to relay to
ground when connection is established. Usually other tasks are also ruimg on the OBC,
like the attitude control code or a scheduler used to perform automatt operations.

The attitude determination and control (sometimes even orbit control can be used)
system is responsible of monitoring satellite position and orientatiorwith respect to several
reference points and control satellite actuators. The simplest spaazafts rely on magnetic
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eld measurement and Sun sensors to estimate satellite orientationwhile in bigger and
more complex systems star sensors or GPS receivers are employed. titdide control is

performed by means of actuators which can be magnetic torquers and reactiowheels
for simple attitude control up to thrusters for orbit control. Liquid or gas thrusters are
generally used due to their well known technology: propulsion can be &ieved with a
chemical propulsion system (generally employing hydrazine as fugla cold gas one (using
pressurized gas as fuel) or a ionic thruster, using a combination of pesurized gas and
electrostatic / magnetic acceleration on gas ions.

The mechanical sub-system is tightly linked to the payload, sinceit should provide
mechanical support and alignment between the payload and the rest of theatellite. This
system is usually ad-hoc developed to better adapt to the speci ¢ rission. This sub-system
is also connected to the launcher adapter to x the satellite during launch.

4.2 Satellite cost analysis

Satellite cost analysis is important to estimate economical needs at théeginning of the
project: it is also important to roughly estimate satellite size accoding to the available
budget. Two main approaches are employed for satellite development: he traditional
one relies on space-born components since they ensure the highestesess probability
to the mission, without budget considerations, while the second apprach relies more on
the available budget and requires the selection of the best compromes between cost and
performances. The main di erence between the two approaches can beénti ed in the
most important mission constraint, which is in the rst case a performances constraint,
while in the latter it is an economical constraint.

4.2.1 Satellite development and production

The rst approach is usually pursued by big governative entities, like national space agen-
cies (ESA, NASA, JAXA, ...) where projects are usually extremely big andrequire a
long development time (the cost is usually measured in thousands niibns Euro and ten
year for development): with this in mind it is clear that every solution that can increase
success probability by few percent is highly preferred, even ifotal cost can increase by
millions. Budget in these projects is usually not rigidly limited so a limited incease can
be tolerated. In commercial applications, instead, the most important parameter is the
income, so every solution that can reduce the income by few percens igenerally avoided.
Performances requirements in this second case are not the drivingpastraint, but are not
anyway discarded: cost e ectiveness is the most important parameteto take into account.

The low cost approach started to be considered in the latest years, whecommercial
satellite operators started to enter the market. Probably the rst company that tried to
pursue this latter approach is SSTL [39], a spin-0 from Surrey Universty (UK): their
approach was mainly to look for a cost e ective high performance satellitefor commercial
applications, like Earth monitoring.

Furthermore, in the last few years a new trend in space developmenappeared: the
CubeSat concept [40]. The main idea that lies behind the CubeSat is thdevelopment of an
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extremely small satellite (only 1kg) with an extremely small form factor (10 10 10cm)
which can then be developed and built in a short time and with a low cos These
three di erent approaches lead to three di erent cost models that can be used to roughly
estimate mission cost, as can be seen in Figure 4.1.

NASA Advanced Missions Cost Model (AMCM) [35] has been used to model satlite
cost as a function of satellite weight: this tool has been developed by NASJohnson Space
Center taking into account 122 NASA missions (from the rst missions up to the year 2002)
and modeling their cost taking into account di erent parameters. The results plotted in
Figure 4.1 were computed for the Earth observation satellites class: tadi erent lines were
actually plotted: the rst one represents satellite cost for develogng one satellite from the
beginning, by designing everything for the rst time: this was the usual approach for past
space missions where everything was ad-hoc produced, thus givireg high mission cost.
The second line represents the cost for developing a satellite, téhg a previous mission as
a reference and upgrading the design. In particular, the third revsion has been considered,
assuming that afterwards the satellite can be considered as a \mass prodtion” item. As
can be clearly seen, the cost dropped by factor of about 1.6 for the whole vwgit range:
this is not a high relative change, but can give a good saving by considerg that total
mission cost could approach several hundred million Euro.

A low cost approach in developing satellites could prove quite e edlve in reducing
mission cost: as can be seen again from the previous gure a factor of about 8 irost can
be saved. Data plotted were taken from SSTL product overview [36] tdighlight this saving
margin: the saving is appreciable with low satellite weight, whilefor bigger sizes the cost
approaches NASA cost model, partially con rming those data. The CubeSat appoach lead
to a further cost saving but this is limited to really small size missions: CubeSats became
in fact a de-facto standard among small satellites. Many sub-systems @ve developed for
this class of satellites such that they became standard commercial congments. These
components can be considered as o -the-shelf, so produced in a biggecale than regular
satellite components, allowing a further cost saving. The CubeSattandard is anyway
limited to small sizes (6 kg is considered the bigger satellite s&. Costs plotted in gure

£ 1] = Masa Cost Madel 19 sateliite ||
%] = Masa Cost Model 3 sateliite [
i ——ssTL Bl
iii| ——cubesat

—— AraMiS target cost

10" 10! 10 10°
Satslite weight - kg

Figure 4.1: Satellite development and production cost as a function of wght (NASA
model from [35], SSTL data coming from [36], CubeSat data were derived dm [37][38]).
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were derived from [37][38] which are essentially on-line shops whereu@eSat components
can be ordered, thus showing that space components can be like \consunigroducts.

To bridge the gap between extremely low cost missions (Cubesats) antigger size
missions, an innovative architecture is proposed in this work and it vll be better described
in the next chapters: this architecture target cost can be seen in tle previous gure last
line. Further details about it can be found in section 4.3 and 6.

4.2.2 Launch cost

Beside mission development cost, satellite launch is also an importarpart which could
account for as much as 50% of total mission cost: Table 4.1 sumerizes general ctsinds
for small to big size satellites for di erent launch vehicles, makng a distinction between
European and American rockets and the others.

Satellite Class Launch cost per kilo (Euro)

EU or USA Non EU or USA
1kg - 10kg 60000 40000
10kg - 100 kg 30000 20000
100 kg 25000 15000

Table 4.1: Approximate Satellite launch cost per kilo with di erent | aunch vectors [41]
(this chart does not consider interplanetary missions).

It should also be noted that the previous mentioned costs can be greatlyeduced if
several satellites share the same launch cost: most of the times, in fadaunch cost is
mostly paid by the primary satellite, which is the one which actually dictates the injection
orbit, but other secondary satellites can be also launched, if their doit constraints match
with the primary one. In this case, secondary satellites will pay a éwer cost and this
launch strategy is usually the most employed for small satellites, with could not a ord a
dedicated launch.

4.2.3 Recurrent and Non-Recurrent costs

The total cost of a project can be divided into two main components: rearrent and
non-recurrent costs. Recurrent costs are related to system prodiion and represent the
amount of money spent for producing every single item and verify its @inctionalities.
Non-recurrent costs instead are related to researching, developing,egdigning, and testing
a new product and these costs are paid only once. When the device enseproduction,
its cost will be computed by dividing the non-recurrent cost by the number of produced
devices and adding to that the production cost. From the previous sinple formula, it can
be clearly understood that nal device cost heavily depends on thenumber of produced
items: by sharing development cost over three items (as most of theimes happens in the
space market, were each system is developed ad-hoc) or over threerldned pieces makes a
great di erence. Furthermore, space systems development requiis a huge e ort due to the
performances required: no fault should stop system operations and thepace environment
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is extremely harsh. Development and quali cation cost is then the mgor component in
a space project: beside reducing production cost, then, it is atsextremely important to
reduce non-recurrent costs.

This can be achieved by sharing the same costs over a higher number ofisgions: as
can be seen from Figure 4.2 the cost of a satellite greatly reduces if isinot developed
from the beginning, but its design is based on previous revisions: dateepresented in gure
were computed using NASA AMCM model [35] to show how the cost of a 5 kg m&on can
reduce if it is based on previous versions. Total mission cost can be raded by more that
a factor of 2 because the actual non-recurrent costs are now shared overlarge number
of revisions, instead over just one.

4.3 The low-cost approach

Di erent strategies can be exploited to reduce space missions cosas it was identi ed in
the previous section, two main costs can be de ned, recurrent and nomecurrent ones. The
proposed solutions to solve these two problems are presented in theext sections: non-
recurrent costs can be lowered by sharing the cost of system develment over multiple
satellites, thus achieving an e ective re-use, while recurriigy costs can only be reduced by
reducing the cost of the components employed in the design: space aliued components
are extremely expensive and complex to procure, so it is proposed tadopt commercial
components (COTS) that can show enough tolerance to the harsh space emgnment.

4.3.1 Modularity

A system is de ned modular if it is divided in di erent sub-sys tems that can be considered
as independent between each other: with a proper interface betweaeevery module it is
possible to enclose every system function in a black box. This coegpt allows to create
a wide variety of systems by simply exchanging these modules: whea certain function
is needed in the system, the corresponding module can be used. riation separation in
di erent blocks allows also to easily upgrade every module withoutchanging the existing

Satellite Series production cost - 5 kg satallite
T T T T

Cost - Million Euro
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Satellite Revision

Figure 4.2: Cost per satellite revision (data from NASA AMCM model [35]).
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system. In this way all the modules can be used in several di erenmissions without a
complete re-design. This strategy allows to greatly reduce non-regtent costs in several
ways: design costs are shared among several missions, quali cation testan be already
performed at module-level, thus requiring smaller and cheaper & equipments, system
upgrade requires limited changes to functionalities that require ypgrades, and not to the
whole system. This approach will be better described in section 6.

4.3.2 Commercial Component

Commercial components can be used instead for reducing satellite pcarement and pro-
duction costs: since they are readily available from the next-door comonent supplier,
procurement is quite simple and their cost is much lower than themilitary equivalent:

a Xilinx commercial top grade FPGA can cost about a hundred Euro per devie (buy-
ing a small quantity), while the military equivalent can cost about one thousand times
more. Apart from the pure component cost, device technology is usually derent: mili-

tary components vendors carefully control and qualify their technology © meet high levels
of radiation tolerance while most commercial parts suppliers do not idetify or control

technology parameters that a ect radiation hardness. Consequently, radition hardness
of COTS microelectronics is often low and highly variable and, more imprtantly, the

manufacturer will not guarantee radiation hardness levels. For examplestate-of-the-art
CMOS microprocessors, like for example the Intel Pentium Il chip will fail at total-dose

levels as low as a few kilorads and su er latch-up if exposed to high-eargy particles in
space. However, COTS parts may exhibit higher levels of radiation hardess that result
from unintentional variations in processing. In such cases, quali caion by the customer
is required to identify those fabrication lots or wafers that can meet ystem requirements.
Quali cation can be expensive and time consuming, and there is still he concern that
process variations across a fabrication lot (or even a wafer) create undainty in radiation

hardness. For user quali ed product, the higher the radiation requrements of the system,
the greater is the testing expense to identify satisfactory standadl commercial electronics.

In the past, most of the components were able to stand the space radiationneiron-
ment, while present technology devices sometimes cannot do it anymerdue to technology
advances, which usually badly tolerates particle interaction. But the fast expansion that
the space market saw in the past years keeps on requiring performarnséncrease and cost
reductions that cannot be achieved with military components that show a slower devel-
opment trend due to their limited market. While defense electronics was once 60 to 70%
of the electronics industry in the early 1960s, it is now about 0.5% of a 150 Hibn dollars
market.

Although COTS parts can be qualied for using in radiation environments, safety
margins will be lower than with military component and system hardening techniques will
be required to enhance these design margins. In addition, quali catin to meet a complete
set of radiation requirements is unlikely. The use of COTS preserg many challenges and
concerns for the system engineer. These concerns include:

possible increased sensitivity to radiation as technology advances,
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variability in radiation hardness from lot to lot,

changes in processes and designs without noti cation leading to degraderadiation
hardness,

absence of traceability to production lot,
rapid obsolescence of components,
hardness assurance becoming the costumer's responsibility,

radiation data unavailable or limited.

In designing a cost-e ective system, COTS should be used whenev possible. How-
ever, where a design is considered mission critical, an assessmémnt the use of radiation-
hardened parts that provide su cient margin in radiation environment s must be made.
For example, if a processor were required to control attitude, veabring, location, or event
sequencing for an entire system, it may be necessary to use a ra@ufd processor. In ad-
dition, in most military systems some type of RH memory is needed to potect operating
states or modes of the system, possibly positional and directional data, oother mission
critical data.

Shielding provides signi cant protection for energetic electronsin the Earth's radiation
belts, however, it will not provide complete protection to the energetic galactic cosmic
particles or protons. If COTS parts sensitive to single-event upseare selected (such as a
dynamic ans static RAM, or microprocessor), an Error Detection And Corredion (EDAC)
mechanism must be implemented. For a microprocessor, a watchdogntier that monitors
the processor's health at speci c time intervals is needed. If tle microprocessor were to
upset and not respond properly, the watchdog timer may initiate powe cycling, switch
the system to a redundant unit or refresh the memory registers. Voing logic or triple
redundant logic designs are also methods of mitigating soft error upsetssuch as in the
case of FPGAs.

Another key issue associated with life-cycle costs is part obsolesotee. Since COTS
suppliers constantly introduce new products into the marketplace, devices chosen for a
system become obsolete in a very short time. This may force certain etision about
the up-front procurement of parts. Gate arrays for example, from Xilinx and Actel are
introduced for about two years before another product family is introduced. Since military
systems often take longer to develop, they generally are required takt between 15 to 30
years.
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Chapter 5

Low-cost design techniques

A large part of satellite cost is due to mainly electronic components, sice they have to
stand the harsh space environment. These components can cost as much astb01000
times their commercial equivalent and their cost can be as much as 20% { 30% ¢te full
mission cost.

Before going on, it is useful to de ne single devices performances der radiation in
a LEO orbit: this allows to divide components in three main categories onsidering their
radiation hardness [42]:

1. Commercial:

Process and Design limit the radiation hardness
No radiation tolerance control or lot characterization
Hardness levels (not speci ed by the producer, but evaluated by tle costumer):

Total Dose: 2 to 10 krad (typical)

SEU Threshold LET:  5MeV cm? =mg

SEU Error Rate: 10 ° errors/bit-day (typical)
Latch-up Threshold LET: 20MeV cn? =mg

Customer assumes all risks
2. Rad Tolerant:

Design assures rad hardness up to a certain level
No radiation tolerance control and limited lot characterization
Hardness levels:

Total Dose: 20 to 50 krad (typical)

SEU Threshold LET: 20 MeV cn? = mg

SEU Error Rate: 10 7 " 10 8 errors/bit-day (typical)
Latch-up Threshold LET: 50 MeV cn? = mg

Usually tested for functional fail only
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3. Rad Hard:

Designed and processed for particular hardness level
Wafer lot radiation tested
Hardness levels:

Total Dose: > 200 krad to > 1 Mrad

SEU Threshold LET: 80 150MeV cn? = mg
SEU Error Rate: 10 1© " 10 12 errors/bit-day
Latch-up Threshold LET: > 100 MeV cn? = mg

Commercial components procurement is usually quite simple sincéhey can be pur-
chased from almost any electronic components supplier while radiatiofrardened ones were
most of the times developed for military purposes, thus requiring prticular authorizations
just for requesting informations about them. Many of the space-rated components devel-
oped in US, for example, are protected by International Tra c in Arms Regul ation (ITAR)
and so they can only be purchased by authorized costumers.

From the previous points, it is clear that in order to reduce system ost it is important
to start at component level and then continue throughout the design. Themain goal of
this section is to show that most of the times commercial components cabe hard enough
for space missions, if employed with proper solutions. Total ionizingdose, single event
e ects and displacement damages will be analyzed, in particular focuag on which kind
of solutions can be adopted to guarantee components survivability in space

5.1 Total lonizing Dose e ects evaluation

As described in section 3.3, TID e ects are proportional to the integral of absorbed par-
ticle energy, making devices experience problems after a certaitmreshold TID has been
absorbed. The main e ects that can be seen in active devices is the gaireduction and
threshold voltage drift in transistors, which can then in uence many other parameters,
like open-loop gain or transition time. These problems could then impatsystem behavior
if proper TID mitigation techniques are not adopted.

TID hardness at device level can be achieved using proper technologikcsolutions,
like the use of circular gate structures in MOS transistor [43]: o -state leakage in N-
type Metal Oxide Semiconductor (N-MOS) is commonly attributed to radiation-induced
oxide trapped charge in the Shallow Trench Isolation (STI) oxide, which can invert the
p-substrate in N-MOSs at the STI edge, thereby creating a shunt leaige path between
source and drain, increasing o -state leakage: since oxide thickness higher in the STI, the
electric eld strength is not enough to deplete the trapped charge rgion (see section 3.3
for further details). Anular MOS greatly reduce this e ect by elimi nating the area with
an higher oxide thickness under the gate between source and drain @d-igure 5.1).

Sub-micron MOS technologies exhibit also a high tolerance to total dosetg] thanks to
the extremely thin gate dielectric: thanks to the high electric eld present there, trapped
holes can be removed in just few hours [45]. This relies on the fact thaas the channel
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5.1 { Total lonizing Dose e ects evaluation

Leakage Path

&

Figure 5.1: Anular MOS layout (From F. Faccio, CERN).

length of MOS transistors reduces, so does the thickness of the gatdetectric and the
amount of holes trapped. This follows from the expression for the at bandvoltage (the
voltage at which a constant Fermi level is achieved across the device):

q

ox 0

Ves = bt " 20)'% V] (5.1)

g is the electron charge, ox and o the dielectric constants of the gate oxide and vacuum
and b the fraction of holes which are trapped. The parameteth; is the distance over which
trapped holes can recombine with electrons tunneling from the sulisate or from the gate.
It depends on the time between irradiation and measurement but for tyical times this is

3nm. For thin and ultra thin oxides (less than 6nm) essentially no ret hole trapping
will occur [46] (see also Figure 5.2).

In bipolar transistors particular process and geometrical choices may ab help to im-
prove the device radiation tolerance. For example, the thick oxide &yer which is overlaying
the base-emitter junction (see Figure 5.3) is one of the main sources ofedradation: the
build-up of positive trapped charge in the oxide will deplete the bwly doped p-type base
region causing an increase in the recombination current and thus reduieg transistor gain.
Reducing the thickness of this oxide layer can contribute to incease transistor radiation
tolerance [48].

Furthermore, the passivation layer used on top of the IC die can contrilute to device
degradation: experiments have shown that the type of passivation layeis important in
determining whether ELDRS does or does not occur. This was demonstted by observing
that ELDRS was eliminated by removing the passivation layer (made in dicon nitride)
from various integrated circuits [49][50].

The previous solutions are not employed in consumer ICs since theynhit transistor
integration density and thus make device cost increase. Radiation tolemt devices have
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Figure 5.2: Gate oxide thickness variation as a function of threshold volage shift in sub-
micron MOS transistors[47].

an extremely small market: the number of produced devices is smako development
costs cannot be divided over million pieces (as happens instead for cemmer products).
IC development was thus rejected as a technique to achieve deviedolerant to total
ionizing dose. Anyway, there are some commercial technologies that show high total
dose tolerance and thus should be preferably used in space, even ifethare not rad-hard,
in the sense that they were not developed for that purpose: for furthe details about it,
see section 5.5.

Derating component operative values can also help to improve reliabily and radiation
tolerance: in case a component is going to su er high performance degradatn due to
radiation, it is useful to derate its operating parameters (like for example output current for
power devices) as much as required to allow the device to still net operational requirement

Emitter Base Collector

Figure 5.3: NPN transistor layout (from A. Paccagnella, Universia di Padov a).
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5.1 { Total lonizing Dose e ects evaluation

after radiation degradation. General derating guidelines, speci ed inESA ECSS-Q-ST-
30-11C [51] (see Table 5.1) help also improving components reliability du¢o natural

aging. Derating device parameters (like current or power dissipatioh can be performed
also by balancing the stress over multiple devices: this approachan also be called hot
redundancy (see section 5.4) and allows to further increase the degration limit that the

system is able to tolerate. It is quite used for power devices, whe dividing the drive

current, for example, by a factor of 2 reduces also the power consumiain by a factor of
4. It is important to point out that in case of radiation the device should only degrade
in performances and not experience a functional failure: in this lastcase derating is not
e ective and only redundancy can give some help. Radiation derating margi should be
taken into account after testing device performances after irradiaton to avoid over or
under estimating this parameter (for further details on radiation testing see section 8.2).

Typical requirements for semiconductors

Rated voltage < 80%
Rated current < 75%
Rated power < 60%
Rated junction temperature < 70%

Table 5.1: Derating guidelines according to ESA ECSS-Q-ST-30-11C [51].

When no technology can be considered hard enough for the mission the only pmach
left is shielding. Although this can be expensive since it is incrasing the total weight,
sometimes it is the only solution. E ective materials for reducing TID can be Aluminum
(usually employed for mechanical structures), epoxy resins andaminates (mainly due to
their lower weight with respect to Aluminum), Tantalum (used main ly for shielding nuclear
weapons radioactivity [14]) and in general molecules with an high ratio of Hydogen (more

Shield relative weight as a function of TID reduction rate
! H T !

T a
Aluminum R |
45 = = =Epawy :
== =Tantalum

i3]
T

Shield weight - %

(XN
=]
T

TID reduction rate

Figure 5.4: Satellite particle shield weight (maximum and minimum, considering orbits
ranging from 400 to 36000 km) as a function of TID reduction rate (di erent materials
considering a satellite 165 165 16:5cm® big weighting 10 kg).
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5 { Low-cost design techniques

protons mean a stronger Coulomb interaction and thus an higher stopping poer). An
example of di erent TID attenuation factor is depicted in Figure 5.4.

5.2 Displacement damage e ects

Displacement damages generate lattice imperfections that could impactevice perfor-
mances: the problem is more severe in large area devices, such as soleliscor optical
transducers, where lattice imperfections can limit an e cient electrons-photons coupling.
Solar cells are mounted on the external part of the satellite, thus makilg them experience
an extremely high particle ux, even in LEO. Cell shielding is the most used approach but
the cover should not attenuate incoming optical radiation. The most usedmaterial for this
purpose is quartz glass $iO») cut in thin slices with optical properties carefully matched
with solar cell conversion spectrum (see Figure 5.5). Cover glass shalthen be glued on
top of the solar cell with a special resin to ensure no optical losses. yBproperly selecting
the best cover glass (transmission spectrum and thickness) low less can be achieved (2
- 5 %) with high displacement damage reduction. The actual degradation thesolar cell
experience is directly proportional to the equivalent particle ux, but the proportionality
coe cient varies widely (see Figure 5.6). Solar cell technology can beeaected to ensure
better tolerance to incoming particles: commercial solar cells (desoped without taking
into account the space environment) achieve quite low hardness and arthus not good for
long lasting missions in space.

The other components that su er high degradation due to displacement danages are
optical devices, like sensors and emitters. Their degradation in pdormances is linear with
incoming particle NIEL (see section 3.5 for further details) and is ingeneral impacting
conversion e ciency [55] (the more the defects in the lattice, the nore recombination traps
can be found, thus reducing radiative recombination). Space-develaa optical devices
usually are also enclosed in metal/quartz packages which show low degradah under

Equivalent 1 Me' electron fluence at 800 km 98° per year Cover Glass Optical Power Attenuation
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Figure 5.5: Solar cell damages and power attenuation as a function of cover glaggckness
(computed taking degradation data from space quali ed solar cells datashes [52][53] and
cover glasses optical attenuation from [54]).
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5.2 { Displacement damage e ects

radiation while commercial ones are enclosed in epoxy packages which shonore lattice
damages with higher particle dose: again degradation is almost linear with NIEL. By
carefully selecting the proper technology it can be shown that the mfor degrading factor
is actually the plastic package (double heterojunction diodes, for eample show a high
tolerance level to displacement damage [55]). For further details on theadiation hardness
of commercial LEDs and photo-diodes refer to section 7.2.

Laser diodes show also an high radiation tolerance, as shown in [56] where avger
degradation of 23% has been demonstrated for a proton uence of 2104 30 MeV particles
per square centimeter (for a 5 years mission at an altitude of 800 km the edvalent 30 MeV
proton uence is about 3 10° particle, so ve orders of magnitude lower than the tested
value). Plastic optical components are in general more prone to displaceemt damages
than quartz ones and this can also be seen in optical bers. In general optal attenuation
in media is linearly dependent on path length: this makes optical be particularly suited
as dose sensors. Given the ber losses per meter as a function of radiatis, sensors with
di erent sensitivities can be built by making the ber longer or sh orter.

Optical devices are also employed for communication [57] over a short oohg distance
and opto-couplers can be quite common in satellites because they allovwo tgalvanically
isolate two systems. As we said before, LEDs and photo-diodes performags degrade
with radiation and the opto-coupler Signal to Noise Ratio (SNR) degrade too. Inorder
to guarantee a minimum end of life value, a high current should be usedo control the
LED (higher than strictly needed at the beginning of the mission) and most of the times
this increased power consumption cannot be tolerated. To avoid thisthere are two so-
lutions: using rad-hard components (that does not show performanceseduction due to
radiation) or employ an active gain control on the emitter driver. This solution allows to
better tolerate COTS components degradation in space. Further detailsabout the use of
commercial components for developing a communication bus can be found section 7.2.

Puower conversion efficiency under 1 MeV electrons Cover Glass Total Attenuation after 5 years mission
T T T T T
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Figure 5.6: Solar cell e ciency reduction and total power loss (e ciency reduction and
optical attenuation) as a function of cover glass thickness (computed takg degradation
data from space quali ed solar cells datasheets [52][53] and cover glasses iopt attenua-
tion from [54]).
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5.3 SEE mitigation

High energy particles, when impacting with active semiconductors cardeposit charge in
di erent circuit parts, thus creating spurious currents or in u encing data stored in memory
devices. The e ects can be divided in two main types: destructve and non-destructive.
The latter can be seen as disturbances that only in uence the informaiton stored or elab-
orated by the circuit, while the former can lead to permanent systemmalfunctioning.
Single event e ects can be divided in many categories, but the most #quent are latch-ups
(SEL), SEUand SET. CMOS devices can be fabricated in many di erent ways and this
can have large in uence on single event e ects tolerance: Figure 5.7 slws two di er-
ent processes made on bulk material that both use a separate n-well regi to fabricate
p-channel devices. This well structure has no direct function oher than providing an iso-
lated region for the p-channel devices and maintaining a reverse bias awss this junction
isolates the well region from the p-substrate; the problem is that ths structure contains a
parasitic bipolar transistors that can be turned on by high-energy partides that can short
the power supply, thus generating latch-up. The highly doped p+ sibstrate that is used in
the second process reduces bulk resistance, making latch-up $elikely compared to stan-
dard bulk processes. The low-resistivity substrate also redugs the amount of charge that
can be collected from the n+ drain, which improves single-event upet hardness compared
to bulk processes. Figure 5.8 shows two CMOS structures that efiinate the junction-
isolated well structure, thus eliminating the possibility of latch-up. The rst process is
Silicon On Sapphire (SOS), which results in two separate p- and n-oped islands on an
insulating sapphire substrate while the second process is Siba On Insulator (SOI), which
uses special processing to grow an isolated silicon dioxide insulag layer on a bulk silicon
substrate.

Another approach to reduce susceptibility can be the use of doped silon \trenches"
to greatly increase the current needed to trigger and sustain latch-p, making these types

A0S A0S

o L,

n-well

p- substrate

{a) Bulk CMOS structure

AMOS A0S

e = e e

p- well n- well

7 Transition Region }”;7

p+ subsirate

(b} Epitazial CMOS structure

Figure 5.7: Cross-sections of bulk and epitaxial CMOS processes [31].
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of events much less likely in space. All these techniques will genally raise the minimum

LET threshold and can make SEL probability reduce to acceptable level bt the only

certain way to eliminate it is to use an SOS or SOl CMOS process thatemove one of the
parasitic transistors. Anyway, these solutions are not used in signi @nt volume production

and they are both highly specialized and costly.

Latch-up can be present in bipolar devices too since transistors arenelosed in wells but
the doping concentration is quite higher that in CMOS devices, thusleading to extremely
robust parasitic SCR which require extremely high energy particls to be triggered and,
in conclusion, makes them almost latch-up free.

The high internal currents that result from latch-up can heat the local, latched region
to very high local temperature within a few microseconds. Even if he latch-up is detected
and clamped within about 100 us the localized heating may be su cient to cause electro-
migration, burnout of metalization or degradation of MOS contacts. Although burnout is
easily identi ed, the other mechanisms degrade device reliabilif, e ectively introducing
latent damage. Micro latch-ups can create also other problems, since ¢hsharp current
consumption increase can be limited by the fact that only a small part of e IC is actually
latched, thus limiting the e ectiveness of protection strategies (see Figure 5.9).

Once latch-up occurs, a device will remain in the high current, tched condition until
power is removed. Power cycling will be required each time that latch-up occurs, which
will temporarily shut down sections of the subsystem that share power supplies. Along with
power cycling, circuits and subsystems a ected by any component tat undergoes latch-up
will have to be reinitialized. Power cycling and reinitializing may be acceptable with a
very low latch-up probability, but will generally be unacceptable if it is frequent; there
may also be critical phases of a mission during which latch-up and poer cycling cannot
be accommodated, because there is insu cient time to recover wihin the operational
window. A latch-up protection system is deeply analyzed in section7.1.

SEU and SET are generated because an high energy ion induces a short-dumat pulse
of current in a p-n junction: if the charge is collected by a storage elment (e.g., memory
or ip- op) and it exceeds the critical charge required to switch th e circuit, it will change
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Figure 5.8: Cross-sections of CMOS/SOS and SOI processes [31].
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Figure 5.9: Current evolution for three successive laser pulses (aulating ion strikes)
incident on an IC [58].

state, and the information that was previously stored will be lost. Eventhough the circuit
changes state, it still functions normally, and reinitializing or rewriting it can restore
its original con guration. In a complex ASIC, SEUs will appear at random locations,
depending on the particular region that is struck by a high-energy paricle. The term
SEU describes the situation where the passage of the particle throughte device produces
only a single upset, while Multiple Bit Upset (MBU) can happen when the particle charged
wake in uences many devices at the same time [31].

Silicon-on-Insulator substrates can help reducing charge collectiobecause the oxide
layer eliminates the well/substrate junction which is one of the mgor sources of photo
currents (currents generated by the interaction with ionizing particles). The reduced photo
current collection results in increased circuit upset levels ad improved recovery times [59]
(the time needed by the injected charge to recombine). Another wayto reduce SEU
sensitivity is making the device bigger, such that the critical charge needed to ip the
stored value is higher: this solution makes high scale integration more coplex and thus
is almost always rejected, also because it is going in the opposite doton of technology
trends. The most e ective technique, anyway is to duplicate (or triplicate) the storage
device so that error detection of correction can be performed. It shoul be pointed out
that, with the technology scaling trend, devices are much smaller tlan the charge trace
left by the particle (see Figure 5.10 for details) which means that bothreplicas can su er
upset.

Besides the e ects on storage cells, single-event interactions carrgduce transient out-
put pulses in combinational logic or analog circuits that do not contain storageelements.
These transients are usually of short duration (from few nanoseconds toefv microsec-
onds), but may indirectly produce errors in storage elements if tley occur at critical time
periods, such as during clock or data transitions.

In general SEU and SET issues cannot be completely solved at device kv the most
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Figure 5.10: Charge trace left by a 275 MeV Fe ion (24 Mev ciFmg) in Silicon (P. Foulliat,
EWRHE 2004). In the right picture gate sizes for di erent technology nodesare reported.

used approach is to employ redundancy and voting techniques (see @®n 5.4) which
allow to completely mask single event e ects. In memory elements sually error detection
and correction techniques are also employed. To further reduce SEor SEL probability
in extremely sensitive devices, they can be kept switched o (ot in stand-by mode) and
turned on only when needed: this way the upset probability and powe consumption can
be further reduced.

Shielding is in general not e ective against single event upset becae high LET parti-
cles have a quite deep penetration, thus requiring a thick shie to reduce particle uence of
a limited factor: a 10 mm thick Aluminum shield is only able to reduce 10 MeV cn? = mg
particles ux by a factor of 8 (see Figure 5.11). The ux is thus reducing from one particle
per square centimeter every 3 minutes to one every 20 minutes: &ding can only reduce
by a small amount the particle ux but cannot eliminate the problem.

Alurninurn shield thickness as a function of LET reduction rate
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Figure 5.11: Shield thickness as a function of particle ux reduction @ate.
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5.4 Redundancy

Redundancy is a design approach that requires the replication of a crital component
to increase its performances or fault tolerance. By just describingt with such simple
words, it is clear that this approach can be applied in many di erent fashions and to
many di erent levels.

In general there are four main di erent approaches dealing with redundncy:

Hardware redundancy, which is basically component replication,
Information redundancy, which deals with error detection and correcion,
Time redundancy, used to deal with transient faults,

Software redundancy, or N-version programming.

One of the most well-known applications of hardware redundancy is the @ called
Redundant Array of Inexpensive Disks (RAID) which was developed toincrease the fault
tolerance of computer hard-disks for critical applications like serves. The basic idea was
to use cheap hardware (with a low reliability) and to improve it wit h redundancy, by
storing multiple copies on di erent disks, such that, in case of failure, no data is lost. The
proposed approach is to apply similar techniques to space systems inder to reduce the
cost.

Software redundancy or, more in general, N-version programming is used teduce the
probability of undetected bugs in a program creating a crash: complex sstems cannot
be 100% tested before their use and a small possibility for a bug to exisn the code is
always present. What can be done is to develop two (or in the general cas¢) completely
independent softwares, developed by di erent people, with di erent habits and conven-
tions. In this way, it is unlikely that two independent groups could solve the same problem
with the exact same solution, so bugs will be di erent in the two versions. This means
that if one of the two versions crashes, the other one should be still opating correctly:
in this way an error detection system could notice that the systems ag giving di erent
outputs and thus implement a recovery action. In general two repli@s are not enough to
correct an error with a majority voting strategy, so replicas are usually odd in number:
an example of this is the NASA Space Shuttle on-board computer that is sevefold and
each replica was built by di erent developers. A fault a ecting tw o systems together is
in general called common-mode fault and it is what is avoided by using te redundant
replicas. The overhead introduced by this technique is quite fgh, since several system
replicas need to be present at the same time and they should be deweged by di erent
teams, thus multiplying the cost of one single instance times the nmber of replicas. This
technique is thus used only in very complex and expensive systesr(or when a reliable life
support is needed) as happens in the Space Shuttle.

Time redundancy implies the evaluation of a certain parameter twice 6r again N times)
in time to ensure that the result is still the same. When this comes to electronic systems,
it is in general implemented by executing twice the same sub-rouhe (if in software) or
by feeding an electronic circuit with the same data twice and compamg the result. This
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Figure 5.12: An example of cold redundancy with three replicas and a contréér selecting
which one to actually use.

technique allows to detect (and correct if more than two replicas areagain used) a transient
error that happened only in one of the N executions of the same algorithm. Tts technique
is quite simple to implement, but may be limited by the existence of common-mode faults
(the same system is used to compute N times the result) or by errorén stored values,
thus making it ine ective. The main advantage is that it does not cost much in terms

of hardware, but it multiplies execution time by N (the number of it erations that should

be computed), which can then cost in terms of hardware if the system &s critical time

constraints and a faster processor or logic circuit should be employed

Information redundancy is in general used for securing data storage or trasfer by
adding further information that will allow to detect or correct errors . The simplest ap-
proach requires to transmit or store twice the same data so that, if one apy is corrupt,
the second can be used to detect the error: the cost is linear with th redundancy level
and usually cannot be tolerated. Smarter approaches take advantage of data engstion
or compression to actually reduce the amount of data to be stored or transntied. Just
to go back to the rst example, RAID1 employs two disks for storing two independent
copies of the same data, while other implementations like RAID2, store dea with error
detection and correction codes (single bit correction, double bit deection) to reduce the
overhead.

The previous three approaches are mostly implemented in software (ewn if with some
exceptions) involving complex algorithms: they were not fully analyzd in this work and
developed since most of the e orts were spent on hardware.

Hardware redundancy takes advantage of components replication to increaseg/stem
reliability and it can be implemented in three di erent ways: wh en all the replicas are
powered on at the same time this is called hot redundancy while when dy one replica
is operating at once it is de ned cold; the third solution, de ned as hybrid or sometimes
warm, employs a mix of the previous two techniques.

In cold redundancy, many powered-o spare devices are used in the stem with just
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Figure 5.13: Two examples of hot redundancy: TMR system with voter and a edundant
driver example, with three components sharing the output.

one on at once: error correction is not feasible since only one replica is emting, but
detection is still possible. In case a fault is a ecting the repli@a under use, it can be
switched o and substituted by one of the cold spares (see Figure 5.12). éveral strategies
can be used for selecting which device to use, like sequentiallyse all the replicas: this
approach makes the controller extremely simple because it does not i@ to detect errors,
but has to just select which one to use. This can be useful for TID eects mitigation
when powered down devices su er lower damages than the others: irhis way unpowered
devices will survive longer and cold redundancy ensures the use dfi¢ less damaged one.
This technique is not e ective for example for bipolar ICs since the/ su er more for
TID degradation if left unpowered while MOS devices show higher dgradation when
powered on (see section 3.3 for further details). Cold redundancy ig cient from the
power consumption point of view (only one at once is on) but can be slow inacovering
from errors and furthermore, errors cannot be masked, so they will be fgsent on output
for the controller reaction time; this makes cold redundancy in generalnot suited for
critical sub-systems.

Hot redundancy implies instead the contemporary use of all the replicast the same
time connected together in di erent fashions. For power circuits in general all the outputs
are connected in parallel so that current can be balanced between all #h devices, thus
actually lowering constraints on the single device and also allowingtito tolerate higher
degradation due to radiation. It should be noted that a faulty replica should not prevent
the others to operate correctly (for example a short circuit at the output can stop the
whole system) so before the parallel connection, usually a protectiogircuit is employed.
The other solution for hot redundancy is to use all the components at the ame time and
then use a voter for selecting the correct result based on all the outpts with a majority
voting (most of the time this is called modular redundancy, for exampk Triple Modular
Redundancy (TMR), see Figure 5.13). The critical point is then movedfrom each replica
to the voter, since a failure there would stop the whole system. Hybid solutions can also
be employed by mixing the previous two methods together.

While using redundancy, the designer should ensure that each rejgh is independent
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Figure 5.14: Single Point of Failure (SPF) prevention (from Olivier Mourra, ESA).

from the others: when one is faulty, it should not in uence the others While at a rst
look, this seems quite easy, many problems can arise: in Figure 5.14a iaigc be seen that
the two power supply modules (the blocks on the left) are not compétely independent,
since their output is connected together and a short in one of the two carshort also the
second. This is usually called Single Point of Failure (SPF). After icentifying it, it is
possible to solve it by slightly modifying the circuit (see Figure 5.14b): the output of
the power supplies can be protected against shorts (Figure 5.14c) and the by properly
duplicating all the connections and protecting critical devices, al SPF can be removed
(Figure 5.144d).

5.5 COTS component selection guidelines

From the system designer's perspective, the important and distiguishing feature between
rad-hard and commercial components is the person that guarantees that the alice is
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going to stand the speci ed radiation level: rad-hard components are prduced for that
purpose and so they are guaranteed by the manufacturer, while with COB components
it is up to the designer to accept the risk.

First of all, the radiation environment should be modeled to exactly know the limits
the devices should be able to tolerate, in terms of TID, displacemeandamage and single
event rates. Given these numbers a rst decision should be taken:going for military
/ space-quali ed or commercial components. This selection should alsde performed
keeping budget in mind since the usual price ratio between the tw families is around 100
- 1000 times.

The only way to certify that devices are able to survive in space is® do proper testing:
this can be made by the manufacturer (rad-hard components) of by the deégner. Since
testing can be quite expensive, in many cases the designer can rayn tests performed by
other developers and grouped in databases: one of the most complete and up-date is
provided by the IEEE Radiation E ects Data Workshop [60], but others are also present,
like the GSFC Radiation Data Base [61] or the ESA Radiation E ects Database [62] These
archives contain the results of radiation tests performed on many di eent commercial
components and allow to perform a pre-selection of the devices to engy. Unfortunately
most of these components are a bit outdated since in general older comportsn(which
already have a reliability record of several years) are preferred to ew ones. Many times,
anyway, mission requirement cannot tolerate such old components so noalready tested
devices have to be selected.

This small selection guide wants to enumerate some guidelines for prep selecting com-
mercial components for space applications, taking into account in partialar technology
bene ts from the radiation tolerance point of view.

The rst problem that will be analyzed is the latch-up: commercial CM OS devices are
prone to it, so they need to be protected because even if the probdiy of such events
is low, it can cause component destruction and maybe mission failure.Since the only
strategy to protect commercial devices from latch-up is power cychg them, protected
devices cannot guarantee 100% availability: in case this cannot be toleratefor some
components, latch-up resistant devices should be employed instd. Bipolar ICs are a
viable alternative since they show a higher resistance to this phgomenon, but not all
the components can be made bipolar. Micro-processors or, in general, cofeg digital
systems, cannot be bipolar because they are usually not available on the arket or their
power consumption would be too high. In this case, if the availabiliy constraint cannot
be softened, rad-hard components should be employed. When the samégial function
can be performed with analog circuits, it can be performed using bipalr ICs that are not
prone to latch-up.

An example of this strategy could be the control of power converter stagesthey should
be available 100% of the time, since a power cycling there would shutaivn part of the
satellite. This strategy has been applied to the development of a Maxnum Power Point
Tracker (MPPT) for solar panels and further details can be found in (sedion 5.4, where
an hybryd analog - digital control loop has been developed.

Once a rough selection has been performed between bipolar and CMOS ICs more
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detailed technology selection should be performed to select the btedevice for each appli-
cation.

Technology Hardness
TTL/STTL 1 Mrad
Bipolar | ECL 10 Mrad
Linear 10 krad
NMOS 1krad
CMOS Bulk 10 krad
CMOS CMOS RH 10 Mrad
CMOS SOS/SOl 10 Mrad

Table 5.2: TID tolerance as a function of device technology [42].

In small size systems, in general processors are not employed and theeferred solution
is to go for micro-controllers (from extremely low power ones to hunded MIPS): these
devices are usually not listed in the previous mentioned data base$gut data about them
can be found by looking at CubeSat Developers Workshop [19] proceedingshere ight
data are sometimes presented. In general MSP430 from Texas Instrumenthas quite a
long ight heritage [63] and has been tested also under radiation [64]: it shold be noted
that these results are for the MSP430F1xx series. Higher power micro-ctrollers have
been employed in small satellites too, such as Atmel AT91SAM7A1 [65], baseon an
ARM7 core.

Memories are also employed in all digital systems and their selectiois a critical task
since many di erent technologies are becoming available both for the valtile and non-
volatile ones.

Volatile memories belong to two main families: static and dynamic RAMs. Static
RAM (SRAM) are faster and more power hungry when compared to dynamic ones it
they are much simpler to use because no external refresh controfles needed; on the other
side, Dynamic RAM (DRAM)s can be highly integrated, reaching high capacty (many
gigabit per chip) while static ones are limited to few megabit per chip Since the SRAM
cell is bigger and more complex, it was always thought to be more resistario upset, but
while the technology is scaling, DRAM proved to be more resistant. Wih new technology
nodes cell area is smaller, thus smaller charge collection occurshile cell capacity is not
scaling much, making dynamic RAMs more robust. They are thus prefered to SRAM,
but the added complexity in the circuit should also be taken into acount.

Among non-volatile memories, FLASH are the most used because they guarantegiite
good performances in terms of radiation tolerance: the main disadvantage &y have is that
after a certain TID threshold has been passed the device cannot be progmmed anymore.
This drawback is not caused by the FLASH cell itself, but by the chargepump circuit
needed to generate the higher voltage for programing or erasing it [66]: thiproblem is
more severe in NAND devices with respect to NOR ones. Neverthelessely are employed
because typical TID threshold before failure is in the order of 30 krad 50 krad. NAND
devices furthermore are becoming also bigger and bigger thanks to the sgmad of solid
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state disks, so that devices from 4 to 64 gigabit are commercially availalel

Commercial memories are anyway SEU and SEL prone: for SEL protection posv
cycling is in general enough and cell itself is robust to SEU so no bitip are in general
expected, even if errors in the read-out circuit can happen. SEU fithermore are in general
not able to turn the programming / erasing circuit on, thus altering st ored values.

Newer technologies are also emerging, like magnetic [67] and ferroelectic8] RAM:
both cells show high TID tolerance (up to around 100 krad) but su er from heavy ion
induced problems. Magnetic RAMs are prone to latch-up down to quite bw LET (around
10 MeV cn? = mg, which can make them experience latch-up on average every hour in
an 800 km orbit) while Ferroelectric ones show better performancesThe main problem
these memories can experience is due to the control logic, which can sr upsets causing
memory rewrite or memory erase (there is no need to turn charge pumpsn as in FLASH
memories, so it is easier to damage stored data).

Optical components should also be selected taking into account all theli erent tech-
nologies employed in commercial devices for space operations: doublddr®junction LEDs
showed a far higher displacement damage tolerance when compared to siadieterojunc-
tions ones [55] or regular junction emitters.

The previous guidelines can help identifying the best commerciadevice for space
application from the technology point of view. Anyway, large variations can hagpen
between devices developed with the same technology and even betwegi erent samples
of the same component. Batch lot testing is the best approach to guaranteeusvivability:
a big number of devices built in the same production lot (and so withexactly the same
technology) should be collected and, by testing some samples, the wheolot can be declared
as quali ed.
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Chapter 6

The AraMIS architecture

Avionics for satellites is a market which is continuously growing in these years, especially
thanks to the availability of low cost launch vectors. This cost redudion enabled many
institutions (industries but also universities) to develop their own satellites. A rst re-
sult of this process was the CubeSat concept: a really small satelét built using COTS
components, that everybody could buy and assemble from a kit. Architéura Modulare
per Satelliti (Modular architecture for Satellites) (AraMiS) is a p roject that wants to go
beyond this concept and create a true modular architecture. The mairidea is the develop-
ment of distributed and intercommunicating on-board units, built w ith COTS components
to reduce system cost, that can be assembled together to t mission i ¢ requirements,
thus allowing an e ective cost sharing between di erent missions This solution wants
both to create cheaper systems and to make design time faster.

The most e ective way to reduce the cost of a nano- and micro-satellitemissions is
to reduce design and non-recurrent fabrication costs as much as possghlwhich usually
account for more than 90% of the overall budget. Reducing them can be achied only by
sharing the design among a large number of missions. Design reuse is tfagionale behind
the AraMiS project, that is, to have a modular architecture based on asmall number
of exible and powerful modules which can be reused as much as posbin di erent
missions.

This architecture is intended for di erent satellite missions, from small systems weight-
ing about 5 kg to bigger missions: several con gurations are depicted in igure 6.1 to show
some of the potentialities of the proposed architecture. Modularity s intended in many
ways: from the mechanical point of view, like in the CubeSat conceptto allow the compo-
sition of bigger structures in a simple way. But it is also intendedfrom the electronic point
of view: tting such a wide range of applications, requires that most of the internal sub-
systems are developed so that they can be composed together to incregserformances.
The most straightforward example is the power management sub-systento get the max-
imum solar power, solar cells are mounted on all the available surfaces btheir number
is varying from mission to mission, thus requiring to re-design edt time this system. The
new approach makes use of a standard module, as can be seen from in Figure &g it
replicates it as many time as needed to t mission constraints.
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(b)

© (d)

Figure 6.1: Di erent con gurations that can be built with the AraMiS archi tecture [69].

The whole satellite is anyway composed by many other sub-systems thaallow to
be combined together to achieve the desired exibility level; the main sub-systems that
compose this architecture are:

mechanical,
power management,
telecommunication,

attitude determination and control,
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on-board control and processing,
payload.

In the following sections a brief description of all the sub-systens will be presented,
while a deeper description can be found in chapter 7, where a detaileanalysis of the
developed sub-systems is presented.

6.1 Mechanical sub-system

The mechanical sub-system is the backbone of a satellite: it is used hold in place all the
di erent sub-systems and to protect them from the external environment conditions. The
main material used for building the AraMiS structure is Aluminum, us ed in particular for
its low weight: the backbone is made by metallic square rods while tB power management
and telecommunication sub-systems are mounted on thin panels that arecsewed to the
rods. The power management tiles (called in this way due to their bape) are used to
cover the satellite: solar panels are mounted on the external face so &h power generation
can be easily achieved. The number of these tiles is mainly depenateon satellite size and
required power and this gives high freedom to mission designers sia size and generated
power can be increased by simply adding more modules.

Aluminum surface should be conductive for one main reason: while in theupper
atmosphere layers, the satellite will be surrounded by plasma thatcan electrostatically
charge non-conductive parts, thus making potential build-up until a spark takes place (see
section 2.2.3). There are two main conversion coatings for Aluminum: anodation and
alodination. The rst one is an electrochemical passivation processtat grows a thick
oxide layer on the metal to greatly increase corrosion resistance buts drawback is that
it makes the surface dielectric, so prone to arcing in the plasma afronment. Alodination
is instead a coating process that uses a particular paint (Alodiné from Henkel was the
original one, but many brands are now available) that creates a protectiveand conductive
layer on the metal surface: this process is heavily used in spaaafts (it is also regulated
by the MIL-DTL-5541F [70] standard) but may be toxic: most of the available products
in fact use hexavalent chromium in the paint, which leaves the suface yellow colored, but
requires proper handling. Other products are also available that do nt employ chromium
anymore, but use instead a zirconium salt. A conducting surface is weful also from the
Electromagnetic Interference (EMI) shielding point of view, since it allows to create a
perfect Faraday cage to enclose the electronic systems: to ensureoper shielding all the
tiles should show perfect electrical connection to the mechanicastructure and between
themselves up to the maximum frequency involved in the electroit circuits. In our case
the highest frequency is 2.4 GHz (without considering the harmonicsand this requires a
perfect electrical conductive surface with holes smaller. This constraint was met by
imposing the maximum distance between the mounting screws to beolver than 12.5mm
(itis 11.75mm in AraMiS).

All the tiles are expected to be connected on the external faces of thgatellite and the
payload is expected to be mounted inside, anyway if requested byhe particular mission,
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Figure 6.2: Payload bay inside AraMiS (in red) [69].

an empty panel can be mounted on the external structure to house a partular payload.
When the payload is mounted on the internal part of the satellite, it is expected to be
mechanically connected to the Power Tiles, as depicted in Figure &, while for particular
needs, it can be connected to the backbone, as in Figure 6.3b. In the basisingle cube
con guration, a payload bay 10 10 10cm big is available in the center of the satellite; in
case a camera needs to be employed in the payload, a hole of 5cm in digeres provided
at the center of the telecommunication tile to t the optics. The con guration depicted in
Figure 6.1b can house a payload 2323 23 cm wide, while in telescope con guration (see
Figure 6.1d), a cylindric payload with a diameter of 20 cm can be used wh an hexagonal
prismatic con guration or a 32 cm diameter with an octagonal one.

6.2 Power management sub-system

The power management sub-system is responsible of generating, stogirand delivering
power to all the other satellite sub-systems. This one is a particlarly critical part since
a destructive failure here can shut down everything, thus leadig to mission failure. Fault
tolerance is then particularly important and most of the design solutionswere selected for
this reason.
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(b)

Figure 6.3: AraMiS mechanical structures for the single cube con guration(a) and for the
telescope con guration (b) [69].

Power management is usually quite mission-dependent thus requirg ad-hoc develop-
ment and tailoring for the speci c needs, which can increase systernost and testing time.
The basic idea that lead the development of this system was to make it mdular, such that
it could be adapted to many di erent situations and missions, thus lowering development
and testing costs. Since it's primary goal was to be employed on a smalbgellite (similar
in size to CubeSats, but with higher internal capacity, see Figure 6l) and bigger ones, it
has to be modular and the best solution was to put these modules on thex&ernal faces
on the satellite, thus making it able to be adapted to many di erent architectures.

To allow the use of these modules to build a big system it is necsary to interconnect
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themin a exible way: in particular when big structures are assenbled, it is normal to deal
with high power demanding payloads that usually require a high voltage pwer supply. A
conversion from a low voltage bus can allow this but it reduces overall eiency due to
Joule losses in the cables. The best solution is to have a modular busonnected to the
previous modules, that can be con gured according to speci ¢ needsthe new approach to
solve power distribution problems is to connect these modules iseries, if a high voltage
bus is need, or in parallel, when a high current is needed from the 8j an hybrid solution
can also be employed to meet mission speci ¢ requirements.

As pointed out in the previous paragraphs, power management can be dividethto two
main parts: power generation and storage and power distribution. They wi be better
analyzed in section 7.3 and 7.4.

6.3 RF Communication sub-system

The AraMiS communications sub-system follows the modularity philo®ophy of the satellite.
In fact, a basic communication tile is provided as standard, while deétated tiles can be
foreseen in case of special applications.

This communication module is used to receive command and control packe from the
ground station and to send back telemetry and status information. The bandvidth needed
to exchange this kind of information is usually low, so the RF link was designed for low
speed and low power.

This module was designed using commercial components which reqeil proper solu-
tions to achieve a good fault tolerance level: two di erent channelsare used in the bands
allocated by ITU for satellite communications. The rst channel lays in the UHF 437 MHz
band, the second in the SHF 2.4 GHz band. The data content of the two linkgs equiv-
alent, thus providing two interchangeable possibilities to communicate with the satellite.
To reduce occupied bandwidth, both channels implement an half-dplex protocol, sharing
the same frequency for downlink and uplink.

The UHF downlink was designed to be compatible with the amateur packet adio, so it
uses the AX.25 protocol. The reason for this choice was to enable the redign of AraMiS
telemetry by radio amateurs around the World or to take advantage of the GENSO[71]
ground station network to collect data from orbits unreachable from our grourd station.
The S-Band link is organized in a similar way but, to avoid the computational overhead
of some of the operations required by AX.25 (scrambling and bit-stu ng), t he transceiver
uses a modulation scheme which is not directly compatible with amater stations.

As already mentioned, the basic RF subsystem is built on a standard AraMs tile. The
UHF link is based on a transceiver from Texas Instruments / Chipcon, malel CC1020.
This chip implements a complete digital UHF radio, with one output and one input chan-
nel, with good input sensitivity and output power in excess of 1mW. To complete the
UHF channel it is therefore necessary to connect the transceiver to anicroprocessor on
the baseband side, to a Power Ampli er (PA) on the RF transmitter sid e and to a Low
Noise Ampli er (LNA) on the RF receiver side. A 34dBm power ampli er is e mployed to
guarantee a loud and clear signal on the Earth, also using an hand-held reeeir: this also
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Figure 6.4: TT&C module [69].

ensures a low bit error rate up to 9600 bps.

An electromechanical switch is used to connect the single AraMiS UHF antena to
the output of the PA or the input of the LNA. This device is more robust than an active
switch (no radiation-related problems), and more power e cient than many diode based
circuits.

The processor supervising the UHF link is a MSP430 and its functions a essentially:

to exchange baseband command / status / telemetry packets with OBC and Ryload
processors;

to encode / decode packets, by performing scrambling / descrambig, bit-stu ng,
insertion and removal of prologue and header information, so that OBC and Palpad
do not need to cope with communications details;

to supervise operation of the transceiver and RF subsystem (poweregjuencing, an-
tenna switching).

The S-band link is based on the Texas Instruments / Chipcon CC2510 transeiver.
This device incorporates a complete radio modem and a 8051 core, thus & hot necessary
to use an external processor as in the UHF channel. Again, the transceivewas not
intended for high power operations, so an external power ampli er had 6 be employed to
achieve a 35dBm output: this allows to safely have a 500 kbps link witra 10 ® Bit Error
Rate (BER) down to 10 above the horizon with a 3m dish on ground.

Two di erent antennas are employed on the channels: a hula hop antena is used in
UHF to guarantee almost omni-directional coverage (even if with low gain) wlile a2 2
array of patch antennas is used in S-band. This second antenna allows tachieve a gain
of 12 dB with a -3dB lobe of 60.

Figure 6.4 depicts he structure of the communication module, builton an Aluminum
tile, which has the two antennas on the external side and the electroics on the other. The
5cm hole for an eventual camera can be clearly seen from that picture.
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6.4 On-Board Computer sub-system

In AraMiS the OBC unit is mainly responsible of managing the system, inparticular of:
creating and transmitting (by Transceiver board) Beacon packets,
decoding and executing commands,
executing attitude control algorithm,
storing housekeeping data,
controlling Payload sub-systems.

The attitude control algorithm is the most time consuming task the OBC should
perform: it takes data from the magnetic eld, gyroscopes and Sun sensorsn the Power
Management Tiles and it should compute attitude corrections for all the acuators. The
OBC should have a 3D map representing the position of every tile withrespect to satellite
reference frame and from that map and the position correction, the torquaequired for all
the tiles is computed. Then the command is sent to the actuators for egcution.

The OBC is also responsible of controlling Payload boards which should grform all
the operations needed to accomplish the mission: OBC has also the poisiity to perform
some mission speci c tasks, in case the payload requires a limited RLJ time, even if it
was not developed for this purpose. The last task the computer has is thacquisition and
storage of housekeeping measurements that can be used to verify saitellstatus.

The unit is made by 2 MSP430 [72] micro-controllers that check every opeation with
each other: this system is used to prevent single even transienthat in uence only one
of the two. Furthermore, every micro-controller is protected by an adwanced watch-dog
that checks software operations and memory locations against a golden valueatd in
memory. This supervisor is implemented on a small FPGA and allows toverify if code
and data memory got corrupted or software crashed. In case of errors, the sepvisor
performs a processor reset so that operations can be continued: in casé more that 3
successive reboots in a short time, a complete memory reprogrammingan be performed
to prevent code corruption. A basic rmware version is stored in a read-only memory and
it is used in case of re-programming. Processor code can be also uploadeahf ground to
add new features or correct bugs: in case the new software generates to@amny crashes a
re-program is performed using the old reference code, so that everittva broken rmware,
the system is able to guarantee basic operations.

6.5 Attitude determination and control sub-system

This sub-system is responsible of sensing and modifying sate#i attitude to keep the on-
board instruments aiming in their target and ensure proper antenna poiting for ground
communications. Attitude control can be performed in passive or activeway: passive
attitude control is usually achieved by mounting a permanent magnet inthe satellite, that
will then act as a compass in the Earth magnetic eld. This system is exremely simple
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Figure 6.5: AraMiS external panel exploded view and attitude control actuators [69].

to implement and does not even require a power supply. The main dawback is that no
ne control can be performed and the satellite will be spinning due b the Earth magnetic
eld varying from North to South along the orbit. Active control is perform ed instead by
means of controlled actuators that modify satellite attitude on commands: control can be
automatic when target direction and corrections are computed on-board whi¢ it can be
manual when this is computed on ground. In AraMiS, attitude control is performed in
automatic way by the satellite itself and this required computational capabilities on-board
and attitude actuators and sensors to be put in a closed control loop.

Three kind of attitude sensors are used in AraMiS: magnetic, spin and Su sensors.
They were selected because they do not require much space on-boarddathey can be
implemented with low power consumption devices. Since the mairaMiS goal it to use
commercial components, the best solution to ensure fault tolerance angdystem surviv-
ability is to use multiple sensors, better if they can be put on all the satellite faces to
allow contemporary measurements from di erent points. In this way many measurements
can be taken from di erent sensors and an eventual fault can be toleratedfurthermore
multiple measurements allow to improve precision. It was thus deided to install all the
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sensors on each of the faces and in particular to mount them on each Power Magement
Tile: the tile should already have a small control unit that is taking care of power handling
and adding just the sensors does not make its complexity grow much.

The Sun sensor is implemented using a small camera with a pin-holeptic that allows
to identify a light spot moving onto the sensor array, thus allowing to compute Sun position
from the spot position. This sensor allows to compute the Sun looking agle that allows,
when combined with the sensor orientation, to compute the Sun positn with respect to
the satellite reference frame. Sensor precision is quite high andlalvs to compute the
Sun direction with an error of approximately one tenth of degree. The sjn sensor is an
integrated gyroscope that can be used to measure satellite spin over alhe axes. Since
every sensor is single axis, a sensor on each tile is used so that all thessible spin axis
can be measured. Precision in this case is quite low, in particular tien the spin rate is
low (one turn every few seconds) but this information can be easily coputed from other
sources (like solar cells available power or from the Sun sensor) whilperformances are
better when spin rate is higher and cannot thus be measured with othesensors. Magnetic
sensors are able to measure the 2D magnetic eld and the 3D value can be compd by
using multiple sensors. The output of this sensor represents th2D angle towards magnetic
North pole and precision is limited to about one degree, but power wiresn the satellite
can create spurious signals when they start conducting high currents

Attitude actuators used in general on small satellites are magnetic torgers (coils used
to apply a momentum to the satellite thanks to the Earth magnetic eld ) and reaction
wheels (electric motors used to generate a torque). Magnetic actuatorare in general quite
slow in reacting because the magnetic eld strength is quite low inorbit, thus limiting the
actual force that can be generated, while reaction wheels have a quit@st response time
since they only require to spin-up a motor. The two previous actuatos have completely
di erent characteristics, so they can be both used to achieve an e etive control. Magnetic
actuators in fact can only generate momentum acting on planes that are not para#l to
the Earth magnetic eld one: this implies that only two satellite axis can be e ectively
controlled with coils (no momentum around the nadir axis could be generatd). Reaction
wheels instead generate a torque around their rotation axis which meandt, by properly
installing many reaction wheels in the satellite, torques acting on agy axis can be applied
to the satellite.

The attitude control system has two main modes of operations: de-tumkihg and at-
titude control. The rst mode is used just after satellite separation from the launch
vector: since separation is performed by mechanical or explosive clarapa random tum-
bling movement can be induced due to the di erence in the releas time of the clamps.
These oscillations are stronger for small satellites due to their low rass. The attitude
control system should then act to stop the oscillations: in this situaion reaction wheels
cannot be properly used since the movements are rather random, so magietorquers are
the best solution because they can impose a xed orientation with respct to the Earth
magnetic eld and the tumbling energy can be slowly dumped. When satllite is stable,
the real attitude control system can be turned on and reaction wheels carbe used to
induce torques on the various axis to reach proper orientation on every asi
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6.6 Payload

The payload is heavily mission dependent and the architecture was @lveloped to allow
high exibility on it: the main requirements that the AraMiS archite cture poses on the
payload is its compatibility with the on-board power distribution and data bus. Di erent
payloads can be tted in the various con gurations but mechanical xture s should be
developed to connect them to the mechanical structure.

The payload is housed in the inner part of the satellite and in general itdoes not have
access to the external panels. In case of particular needs a Power Managent Tile can
be removed and an ad-hoc panel can be used to expose the internal insinents to the
environment. Furthermore, to house a small camera and optics, a 5cmidmeter hole is
provided in the telecommunication tile, so that, also with the smallest con guration, a
camera can be tted easily. In bigger con gurations this is not a problem, like in the
telescope one (see Figure 6.1d), because some Power Management Tiles barremoved
and substituted with ad-hoc panels without reducing much the total solar generated power.

6.7 Environmental constraints

Taking into account what has been said in section 2 and 3, the environmeial conditions
in which AraMiS is going to operate can be easily computed. AraMiS was desigu for
an operating life of 5 years in low Earth orbit with an altitude of approxim ately 700 km -
900 km, even if the system could operate as well in lower orbits. In higér orbits there
would be a stronger radiation environment, thus reducing operative [fe.

According to solar cycle, the expected orbital lifetime can vary from alout 60 years
at 700km for the single cube con guration down to about 30 years for the telesope
con guration (see Table 6.1 and section 2.2.1 for further details). This neans that satellite
decay will not be a limiting factor for mission lifetime and probably in the future a de-
orbiting solution should be adopted to limit the space debris problem Solar power is
about 1344%"2 and this is useful to compute actual incoming power to better simuate
satellite behavior.

The temperature range the internal components will experience was escribed in sec-
tion 2.2.2: components should stand the industrial temperature range, fom -20 C to
80 C. This is going to be a complex problem for batteries where the usual ograting

Con guration Ballistic Lifetime - years
coecient - X9 [ 700km | 900 km
1 1 1 83 59 850
2 2 2 166 113 1688
hexagonal telescope 48 29 553
octagonal telescope 59 35 674

Table 6.1: Orbital lifetime for di erent AraMiS con gurations at di eren t altitudes (com-
puted with MSIS-86, see section 2.2.1 for further details).
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range is 0 C to 60 C. When the temperature is below 0 C their internal capacity is

greatly reduced while the equivalent series resistance will beigher, thus limiting max-

imum discharge current. Temperature should in no case be higher tha®0 C because
this can permanently damage them, but this is not likely to happen sirce satellite internal

temperature does not reach that critical value.

The external satellite surface will experience strong interactons with plasma and this
requires that the external surfaces are properly protected: rst ofall, to prevent electro-
static discharges, the external surface should ensure a good surfacenductance and this
is achieved with Alodine coating. Furthermore all electric conductors should be protected
against the atomic oxygen corrosion: a thick insulator or gold plating are the nost used
solutions for this problem.

The radiation environment has been described in section 2.3, but whateally matters
for satellite design is the environment inside the satellite, whee most of the electronic
components are. This can be performed by using radiation transport codesuch as MU-
LASSIS [26] so that the number of particles actually reaching the interml part of the
satellite can be computed.

The most important thing to consider now is the shielding geometry: starting from
AraMiS mechanical structure, as can be seen from Figure 6.5, there are margyers and
they can be summarized as follows (from the outside to the inside):

1. solar cells: 160 um thick layer made of Germanium,

2. solar cell PCB: 0.3mm FR4 layer (modeled as epoxy resin),
3. Aluminum panel: mechanical structure, 1.5mm layer,

4. gap for thermal insulation, 2 mm thick,

5. internal PCB, FR4, 1.6 mm thick.

Total ionizing dose is mainly related to trapped electrons in the Van Allen Belts and
their contribution can be modeled using AE-8: afterwards MULASSIS shoudl be run using
the electron spectrum previously computed to get particle uenceinside the mechanical
structure. From the previous simulations is was determined that the TID level inside
the satellite is equal to 1.7 krad per year during solar maximum (so thé is a worst case
simulation). Equivalent Aluminum shielding thickness was computed using SHIELDOSE
(in SPENVIS [5]) and it is equal to 4.6 mm.

The same procedure can be performed for protons and the major source ofgions in
LEO is the Sun. By using JPL model, the solar proton uence was compute and, using
again MULASSIS, internal proton spectrum has been computed. Protons indue manly
displacement damages: to make damage comparison (between the real case,vdth a
wide proton spectrum, and the test case, measured with a mono-energetbeam) easier,
the equivalent 10 MeV proton ux inside the satellite has been computd and it is equal
to 10° particles per year.

Using the previous computed equivalent Aluminum thickness, the LE spectrum can
also be computed (using SPENVIS [5]) and the result is potted in Figures.6. The previous
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computed values will be used in the next chapter to select the propr components to use
in the di erent sub-systems.

LET Spectrum - 300 km 98° inclintion

Fluence - Particles / o / 5

R | HE R HEF H
10" 10 10
Let - Mey cm? mg'1

Figure 6.6: LET spectrum (computed using SPENVIS [5]).
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Figure 6.7: AraMiS electrons and protons particles uxes inside the sathite (computed
using MULASSIS with input energy spectra computed using SPENVIS).
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Chapter 7

AraMIS sub-systems

In this section a deeper description of some of the AraMiS sub-systesnwill be presented:
di erent sub-systems were analyzed and their implementation is pesented.

The rst section of this chapter will analyze a latch-up protection system for com-
mercial devices: many COTS components are in fact prone to latch-up buthis problem
cannot be solved at device level because it would require the use of dubc developed com-
ponents, thus making cost increase. This protection system is suiid for sensitive device
protection, ranging from the single ICs to a whole system. This is keycomponent for
ensuring successful COTS device usage in space and is heavily disa all the AraMiS
sub-systems.

In the next sections three satellite sub-systems will be then aalyzed: a data commu-
nication bus, a power management sub-system and a power distributin bus. These three
components are part of the AraMiS architecture and they are suited for smdl satellites
ranging from few kilos up to several hundreds kilos.

7.1 A latch-up protection system

This device is intended to protect components or systems against latcup and in particular
to prevent system damages due to high energy particle strikes. Theazurrence of a SEL
can be discovered by monitoring the device supply current and by aticing a sharp increase
in it: the only solution is then to turn power o as fast as possible. Since this system can
be employed many times in a satellite built with commercial componats, size and power
consumption become critical issues. Beside system architectur@lso radiation tolerance
issues will be analyzed to show that proper design techniques allot@ safely use commercial
components in space with a good safety margin.

Latch-up is a catastrophic phenomenon which a ects CMOS devices causeby high
energy particles which trigger the parasitic transistors, mostly in CMOS devices that are
not radiation-hardened. This system was developed to prevent latchip damages on ICs
by turning them o before they can become critical: the particle strike is detected by a
sudden increase in current consumption which exceeds a programmaehbreshold. Power
supply is then cut o in a short time and it is turned on again after an o tim e has elapsed
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Protection
System

-

O

Figure 7.1: Latch-up protection circuit.

to ensure that the device will be correctly operating afterwards.
The main requirement this system had to satisfy were:

latch-up free operations

TID tolerance: at least 30 krad

use of COTS components

wide operating voltage range: 2.7V 36V
low power consumption

switch current: 2A

enable signal

controlled turn-on slew rate

fast turn-o time: < 100us

additional load shunt transistor

wide temperature range: at least” 20 C-80 C
small footprint: less than 15 15mn?

A basic block diagram of the protection circuit is shown in Figure 7.1: given the need
of measuring the protected device current, the anti latch-up shoudl be put in series with
the load and it should be able to cut the power supply o. It could be mounted low-side
or high-side with respect to the load, but in order not to cut the ground connection, it
was decided to mount it on the high side. This makes the current seres circuit slightly
more complex, but this can simplify its nal use, because no modi ation is made to the
ground track.
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Vine © ATATER ‘

Load

Figure 7.2: Current measurement circuit with the INA138.

7.1.1 Design description

The main building blocks that can be identi ed from the requirements before mentioned
are:

Current measurement circuit;

voltage reference, identifying the maximum current value allowed
threshold comparator, for identifying if maximum has been passed;
monostable multivibrator, to keep the load o after latch-up occurred;
slew-rate control circuit, for achieving a fast turn-o and slow turn -on time;
load shorting circuit, to fully discharge load capacitance.

Current measurement is performed by sensing the voltage drop acrosshagh side sense
resistor, which should be low in value not to waste much power, but reasuring a small
voltage drop (tens of millivolt) with a common mode voltage one thousand times higher
requires a properly designed circuit. A di erential ampli er cou Id be use for the purpose,
but it requires an extremely high CMRR (higher than 60 dB) which is complex to achieve
with discrete resistors due to values mismatch. The solution was t@mploy an integrated
hi-side current sensor, which can guarantee such high performancesomponent selection
is really important since this device should tolerate 30krad of TID and ke latch-up free.
Among all the available components on the market, the selection was the INA13&rom
Texas Instruments, which is manufactured on a completely bipolar pocess, so latch-up
free, and it should ensure also good tolerance to TID.

From Figure 7.2 the output voltage of this current monitor can be computed asfollows:
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Figure 7.3: Monostable circuit with capacitive feedback.

ls Rs R

Vo = %L = 1G (7.1)
RS RL

G = 7.2

EK (7.2)

The voltage reference should be able to operate with a supply voltage rangg from 3V
up to 36V and it should also ensure low power consumption: this makeshie use of series
regulators almost impossible because no COTS reference was found withlow voltage
output (preferably in the range of 1 { 2V) and an input of 36 V. The selection was then
made among parallel regulators because they were able to stand such wideput range:
the selected device was the Analog Devices AD589. It is a 1.2V precisiorezer diode
temperature compensated for the military range ( 20 C { 120 C). This device was also
found on the NSREC components database [60] where test results are repodeshowing
TID tolerance up to 30 krad.

A threshold comparator should be used to compare load current with the réerence
voltage and then detect a latch-up: to reduce losses across the senssistor, the threshold
voltage drop across the sense resistor should have been of 30 mV. From thiue, the sense
resistor value can be computed and also the gain programming resistoR( in Figure 7.2)
could have been computed and its value is 200k .

To guarantee a short intervention time (in case of latch-up) and a long déy time
after latch-up a monostable circuit is necessary. To reduce the nutwer of components, the
threshold comparator and the monostable multivibrator were implemented using a single
operational ampli er: the circuit con guration is a non-inverting thr eshold comparator
which is using a capacitive feedback network. The great advantage the cagitive feedback
has is that it can be used, together with few diodes, to make the systa change between
the two states (output high and low, or load on and o) with two dierent tr ansition
times. In this way a fast turn-o time can be achieved together with a delayed turn-on:
this will make the protection circuit react quickly to a latch-up, thus turning the load
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7.1 { A latch-up protection system

o, and wait before turning the load on again that all the capacitance have disharged

properly. The schematic is depicted in Figure 7.3, showing also theonnection with the
current sensor circuit.

Co
= 7 7.3
I:QS Qmax G Qmax
C = = 7.4
2 5k Vref Rl Vref ( )
I
- RiCop gy Vec (7.5)

Toff Vref

Given a target o -time after latch-up ( Tofs ) and a maximum inrush charge that should
ow in the load before triggering a turn-o ( Qmax ) and the reference voltage Ve equal
to 1.2V), the value of the two capacitors can be computed.

The C; capacitor acts also Itering spurious current peaks present on the iput or
single event e ects on the ampli er output (since the output impedance is in the order of
10° ).

The operational ampli er selected for this function is the National Semiconductors
LM4250 because it was the one giving the lowest power consumption over ¢hfull supply
range: this can be achieved thanks to the external bias current contrglthat allows, by
making the device a bit slower to decrease power consumption. Thidevice has a limited
common mode input voltage range (from 0.6V toV.c " 0:6V) but it is not a problem
since the threshold voltage has been selected to be 1.2 V. Furthermerthe device does not
have a rail-to-rail output, thus requiring external components to properly control the power
switch. Since there is only the need for a fast turn-o time, two separate drive circuits
were used: turn-o is accomplished by a transistor shorting the gatesource terminals of

val =  Vout
— e
o -
M2
}_
control  R!

—
I<J-M3
—

N~

Figure 7.4: Slew-rate control circuit.
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Figure 7.5: Latch-up protection circuit internal block diagram.

the power switch, while a high value resistor is used to control deice turn-on time (see
Figure 7.4).

The M1 transistor is the power MOS used to turn the load on and o : this transistor
is turned on by the R resistor, while it is turned o by M, and M 3. By employing a high
value resistor, turn on can be quite slow (up to some millisecond) wite turn-o if faster
(about 60us). The capacitor C; is used to slow down turn-on time Cg in Figure 7.7, 7.8,
7.9 or 7.10) and it should be mounted externally. Since it was not possibleat select a single
power transistor to operate in the full voltage range range (power mosfetsvith threshold
voltage below 3V have a maximum drain - source voltage of 20V), it was seleetl to
divide this range in two parts: from 2.7V to 18V the internal transistor is used, while for
higher voltages an external transistor will be required. The control pn for the transistor
can be also used to insert a higher capacitor to further reduce turren slew-rate. The
actual capacitance value gets multiplied by Miller e ect since this capacitor is connected
between the circuit output and the transistor input (gate terminal) . The derivative of
output voltage across time (which is actually the slew-rate) can be compted as follows:

Nour _ 1 Va 6
dt Ci Ry

All the internal components that make the latch-up protection circuit are shown in

Figure 7.5. A basic circuit using the latch-up protection system is apicted in Figure 7.6

where only one external component is needed: the sense resistor. iShallows to adapt

the device to a broad range of applications with only one external deviceThe latch-up

threshold current can be programmed by means oRg according to the equation:

R = L’Ith (7.7)
V2

Pr, = 7.

Rs = R (7.8)

whereVy, has a typical value of 30 mV [73] and is the threshold current. This resistor
should also stand the power dissipation due to Joule e ect.
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Vece
3-18V Rs

IN+ IN- SW+ SW-

Figure 7.6: Basic latch-up protection circuit.

7.1.2 Advanced circuit con gurations

Other circuit con gurations can be used to take advantage of the exibility of this system,
like in Figure 7.7, 7.8, 7.9 or 7.10.

When the end-user needs to increase turn-o time, this can be accoplished by adding
an external capacitor (Ci in Figure 7.7) computed in this way:

T
Cec = =>F " 100nF (7.9)

where Togrg is the desired recovery time. Turn-on rise time can be increaseldy adding
the Cg, capacitor to the circuit:

_ Trise " 165 us
N 33k

where Tise is the selected rise time. For particular needs, the threshold véage across
the sense resistor can also be increase from the default value of 30 mV bging a resistor
connected to the loyt pin. The equivalent resistance (the external and the internal
resistance combined) when using a resistoRy, is:

Cer (7.10)

Rth Rout

Rg = —
¢ Rth + Rout

(7.11)

where Ryt is the internal gain programming resistance (200k). This equivalent
resistance modi es threshold voltage according to the following egation:

_ Vref 5k

Vi
th Ro

(7.12)

with Vies equal to 1.2V. The use of theCj, capacitor helps low-pas Itering input
spikes, thus achieving a cut frequency given by:
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Figure 7.7: Advanced latch-up protection circuit con guration, with sle w-rate, o -time
and inrush current control capacitor and threshold voltage control resisbr.

1
f =
T 7 2 (Cr + 100pF) Rg
Given the added delay due to the increased capacitance, an inrush ment is tolerated

before triggering a turn-o : this inrush current, multiplied by the reaction time can give
a charge that is actually allowed to ow into the protected device before a turn-o

(7.13)

2 (Cir + 100pF) 3kV

Q = Re (7.14)

where Rs is the sense resistor.

From the oyt pin, the load current can be measured during normal operations (it is
important to not that the current value should not be measured when the power switch
is turned o because the value will not be reliable):

_ I Rs5k
Re
where Rg has a nominal value of 200k or the value speci ed by equation 7.11 when
an external resistor is used to program the gain.

The OFF signal can be used to turn the load o: this signal is TTL compliant and
can make this system act like a load switch with current protection.

The 18V limit of the basic con guration circuit is due to the maximum vol tage across
the power transistor: transistors rated 30V - 60V have in general a high lhreshold voltage
(around 3V) which makes them not suited for operations down to 3V. Thus a low voltage
transistor (maximum 20 V) with a low threshold voltage (1 V) has been usal for low voltage
operations and an external one is needed in the other case. The externaknsistor can be
controlled by the GATE pin. To proper control the slew-rate during t urn-on Cs should
be computed as follows:

Viour (7.15)

Trise
33k

Csr = " CG (7.16)
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Figure 7.8: Advanced latch-up protection circuit con guration, with an ex ternal power
transistor to extend operating range up to 36 V.

where Cg is the external transistor gate - source capacitance.

The con guration shown in Figure 7.9 makes use of two latch-up protectionsystems
wired in parallel with two redundant series transistors to achievefault tolerance: a fault
in only one of the two devices cannot prevent the load to be powered, nmatter which
fault it is. In case of damages to one of the transistors (either in short or opn circuit) the
other branch can ensure proper operations, while a fault in one of the pr@ction systems
will stop only one of the two branches.

In Figure 7.10 a di erent application for this protection system is also shown: the use
of the external diode allows the system to turn o the load after a latch-up occurred but
will not make the load be turned automatically on afterwards. To turn it on again an
external transistor is needed to reset the internal monostable.

Vee =
3-18V N |
s
|

S LOAD
] o e -
L =
wee
L Lour
OFF Signal
TTLcompliant o
care
lero n ‘
Jue s

Figure 7.9: Advanced latch-up protection circuit con guration with exte rnal and redun-
dant power switch.

|V_
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Figure 7.10: Advanced latch-up protection circuit con guration.

7.1.3 System implementation

The system was rst built on a small PCB to debug and test all the comporents, then
to reduce device size and increase commutation speed by reducingnasitic capacitances,
it has been build as an hybrid circuit by Neohm Componenti (see sectiorA) and it
can be seen in Figure 7.11 and 7.12. Most of the devices were used as bare diad
where connected to the circuit by means of bonding wires. The wholsystem was then
packaged in a metallic case mainly for reliability reasons because it hatstand multiple
re ow soldering processes (with temperatures as high as 220C) and a metallic package
will su er lower thermal stresses than plastic ones. The device W have to stand four
soldering processes: the rst to solder the SMD components onto t device, the second
for soldering the metallic cover, then the third time the device will be soldered onto the
nal PCB and, in case of problems, a fourth rework process can take place.Plastic
packages can stand all these thermal cycles, but a proper selection ofdhbest resin to use
would have taken much more time, thus making the device also more exgnsive. Once the

Figure 7.11: Latch-up protection circuit, external view (courtesy of Neohm Compo-
nenti [73]).
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Figure 7.12: Latch-up protection circuit, internal view (courtesy of Neohm Compo-
nenti [73]).

device has been manufactured, tests were made to verify the propeatevice behavior, as
shown in Figure 7.13: the latch-up protection main features as can be sedrom the plots,
like the fast turn-o time or the controlled turn-on time.

7.1.4 Radiation e ects evaluation

Three main problems should be addressed to ensure the device radian tolerance: total
ionizing dose, latch-up and single event transient. The TID problemcan be solved with a
proper component selection and this was achieved by choosing bipolankar devices, that
show a good tolerance and by also selecting as many devices as possilotenf radiation
e ects databases.

The latch-up problem was solved again using bipolar devices, that are imome to latch-
up for construction, since they require an extremely high energy tarigger this event.

The last problem is the most complex to address since all components cau er single
event transient issues that can in this case trigger false latch-up dections. This problem
is hard to address because there is no data available for the selectedmponents and
testing is expensive. Given the fact that the device anyway willneed to be tested under
a particle beam for simulate single event e ects, a theoretical evalation of the problem
has been also performed.

The rst analyzed device is the INA138, manufactured on a traditional bipolar process
(this information is not written on the device datasheet, but was provided by the Texas
Instrument technical support team and, even if not completely reliable, it can help a bit
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Figure 7.13: Latch-up protection circuit typical characteristics at 25 C [73]).
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Figure 7.14: Bipolar transistors single event transient models [74].

to nd a solution) using vertical NPN and lateral PNP transistors. The la yout of these
devices can be modeled (as can be seen in [74]) together with particlgéractions in order
to understand which e ects can take place. The NPN transistor can be reresented by
two current sources (as shown in Figure 7.14) that represent the partle injected charge
when the emitter / base or the collector / substrate junction is hit. Th PNP transistor is
simpler and can be represented by only one current source modelirggcharge injection in
the collector / substrate junction. These two current sources shold inject a known charge
for a limited amount of time, like a port function, where the time length can vary between
100 ns and 100us. These two are considered the average time limits of thewhsient signal
generated by an ionizing particle according to [75][76]: since a uniquealue cannot be
identi ed, di erent simulations were run to nd the worst case in the previous range.

The peak current value is linked to total injected energy which then depends on par-
ticle LET: a theoretical calculation of the energy can be quite complex mce there is no
precise knowledge of transistor layout. It was decided then to take aempirical approach
to link particle LET to injected energy that takes advantage of many experiments that
were carried out to nd a correspondence between heavy ion e ects ath picoseconds laser
pulses. According to [77], an experimental equation was calculated to ceert LET (in
MeV cm? = mg) to energy (in pJ) for laser pulses with a wavelength of 605 nm:

E = 0:328LET  0:326 bJ] (7.17)

Making the hypothesis that every photon generated by the laser is abled generate a
hole-electron pair in the semiconductor (given that the photon energy $ 2.04 eV, which is
higher than Silicon energy gap), the total injected charge is equal to:

Q = ¢ = 04893E  [C] (7.18)

where E is pulse energy, is laser wavelength,h is Plank constant (4:135 10 1> eV 9
and c the speed of light in vacuum (2997 1¢ ). This result can be compared to some
literature results, like [78], where 12 MeV Nickel ions where usedd inject charge in a
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Figure 7.15: Single event transient on INA138: in (a) the output of the IC during a
SET generated by a particle with 120 MeV cnf =mg LET. (b) shows the inrush charge
normalized to sense resistor during a SET.

Silicon Carbide diode: ions LET (computed with SRIM) is equal to 18.58 MeV cm? = mg
which gives an injected charge of 2.98 pC which is about ten times highethtn the exper-
imental measured value (280 fC) demonstrating the e ectiveness of tis technique to nd
an approximate upper bound to charge injection. From laser pulse chargesurrent pulse
current can be computed this way:

_Q
I = T [A] (7.19)
where Q is pulse charge andT is pulse width. The laser beamwidth used was 1.2um
that is quite smaller than transistor size (for the INA138 it was estimated in approximately
12 un?): pulse energy is thus completely transferred to the transistor this is again a worst
case approximation used to compute a sensitivity upper bound).

When pulse amplitude has been computed, a SPICE simulation can be p®rmed
using the modi ed device model to include the previous mentiord current sources: in
this way device behavior can be evaluated to estimate single eventexcts.

These e ects were evaluated for the INA138, identifying the critical nodes that can
trigger an output pulse, as can be seen in Figure 7.15: the voltage pulse geaged on the
INA138 output can be seen as a current pulse on the load that can trigger a latchup in
case the pulse amplitude is able to exceeds the threshold. Eventifie peak pulse value
is above threshold, an inrush charge, as was computed in equation 7.14 shduhnyway
ow before triggering. Expressing the INA138 output as V(t), sensitivity to SET can be
computed as follows:

4
Viete RC = V(t)dt (7.20)

where V,es is the internal reference voltage,R is the resistor used to program the
INA138 gain, C is the capacitor in parallel to R, used to lIter the inrush current. Using
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the previous equation the ltering capacitor C can be computed in order to Iter out SET

pulses. Figure 7.15b was plotted assuming R = 200k and C = 62 pF (40 pF INA138
parasitic capacitance plus a 22 pF capacitor) and assuming the worst case Jtpulse gen-
erated by a particle having a LET of 120 MeV cn? = mg; these particles have a probability
of hitting the device approximately once every 10 1° seconds.

The same procedure can be applied to the LM4250: from simulation it can be s&
that pulse duration is in the order of 30us, which is approximately one flf of turn-o
time. This means that such a short pulse will not be seen by the poweswitch gate, thus
not triggering false latch-ups.

From what can be seen in Figure 7.15, it is clear that SET are more likely to geerate
false latch-up detections when the load current is near to the threlold value because
most of the injected charge pulse will be seen as a inrush charge. Whehe load current
is instead quite lower than the threshold value, only the part of the darge pulse actually
passing the threshold value will be considered as inrush charge: isiclear that, to better
tolerate SET a threshold value at least twice as big as the normal currentonsumption is
needed. This can be see also from Figure 5.9, where the device undest shown normal
supply current on 16 mA and after the rst partial latch-up, the curre nt consumption
rises up to 66 mA. A proper threshold current value for this circuit should be around
30 mA { 40 mA thus allowing a good safety margin for false latch-up detectbons and allows
also to clearly distinguish SEL because current consumption is the quite higher that
the threshold. Current threshold should also be selected whileaking into account the
protected device degradation under radiation: it is quite normal that the supply current
rises with higher doses but this increase should not reduce the labeup detection margin
of the protection circuit.

Quali cation of the latch-up protection system could not be completed due to the
unavailability of radiation sources, but this process will be anywaycompleted before actual
device use in space.

7.2 Optical wireless communication bus

A wireless communication bus [79][57] has been developed to address f@blem of har-
ness inside the satellite: in small satellites usually there is ot much free space for cabling
and their integration is also quite complex; a wireless solution can b@me interesting also
from the mass point of view. The development of such a system poses angywmany issues,
in particular for radiation tolerance: dierent techniques were employed to achieve this
goal, from the radiation environment evaluation, to component selection.

This section focuses on a crucial eld of application, the on-board data ommunication
sub-system and in particular on the application of the before mentionedtechniques to a
practical case. Many di erent solutions were used to deal with the dierent issues that
arised during the development.

The main requirement this system had to satisfy were:

fault tolerance in communication
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single point of failure free

TID tolerance: at least 30 krad

use of COTS components

1 Mbps data rate

extended industrial temperature range (-20 C {80 C)
low power consumption

low mass increase due to harness

The rst issue that had to be solved was the selection of the bus topology ath com-
munication media: fault tolerance, system mass and complexity were tb most important
parameters that were used to select the proper implementation. Seral fault-tolerant bus
systems have been developed, realized and used in space [80] and usymdroaches consist
in serial redundant links shared by multiple users, with point-to-point or bus (multi-point)
topology. Point-to-point communication structures are very robust: a single fault or a node
which starts generating data on the communication medium does not causproblems to
the rest of the system [81], but it results in high costs, volume and wight due to the
number of wires. Buses are cheaper, but also more sensitive to faalt

Wireless communication systems have still not been widely usecdhispace, but they
can bring several advantages to on-board communication. First of all, it is gite simple to
connect modules, since no wiring is needed, then it is simpletcreate a broadcast channel
among modules. Commercial devices can also reduce overall power comgtion making
their usage feasible on battery-powered system.

Given the aim of using low-cost components, it was also selected to gatoy commercial
communication standards since they allow to re-use well known and dmumented solutions,
speeding-up the development process. Low-power and low-cost wless communication
links are mainly IrDA, Blue-Tooth and Zig-Bee. To avoid EMI problems i nside the satel-
lite, radio based connections were discarded because most of thesaralards are operating
at 2.4 GHz or 430 MHz and these frequencies should have been avoided for grauoom-
munications. Unfortunately both bands have a small fraction of the spectum allocated
for satellite operations, so excluding two of the most used bands was nan option and
these standards had to be rejected. As an alternative, these standardsould have been
implemented on di erent frequency band, but then everything would have needed to be
re-implemented from scratch, eliminating the advantages of commerai protocols.

The nal selection was the IrDA standard which provides also low power consumption
and acceptable data rates (in the range 1.2kbps up to 16 Mbps). In compar@ with
other wireless solutions (e.g. RF based), the optical channel is full insensitive to EMI:
no electric noise can be radiated or coupled since there is no long wiconnecting all the
devices.

The bene ts of IrDA vs wired bus communication are both in the intrin sic galvanic
isolation and in the lack of wiring. Furthermore, the use of a single commuication link can
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lead to a single point of failure, thus a redundant communication bus shuld be employed.
The IrDA has the great advantage that frequency multiplexing can be peformed quite

easily: the use of two di erent light wavelength can create two compétely independent
channels that do not in uence with each other. As will be shown in setion 7.2.4, the

optical emitters and transducers are believed to be the most critial components from the
radiation tolerance point of view and using two di erent devices for the two channels helps
also removing common mode faults (which is what happens when two réigas of the same
sub-system stop operating for the same reason).

7.2.1 Infrared Data Association

The Infrared Data Association (IrDA [82]) is a standard de ning the speci cations for a
short-range communication protocol to exchange data over an infrared charel between
small devices. The communication medium is free space and his teclgue is used for
connecting personal devices such as mobile phones, PDA and laptops.

The IrDA Infrared Physical Layer Speci cation is the lowest layer of the speci cations.
The most important speci cations are:

Range (Standard: 1m),

Infrared ([800" 900]nm),

Speed (2.4 kbps to 16 Mbps),
Point-to-Point protocol,

BER (lower than 10' 8),
Communication mode (half-duplex),
Modulation (Base band, no carrier),
Angle (minimum cone 15 ),

Maximum Irradiation Intensity (500 mW =sr).

Figure 7.16: A commercial IrDA-USB transceiver.
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Figure 7.17: 4PPM modulation scheme.

Standard range is 1 m in direct line of sight but many devices are able to@nmunicate
up to 10m (like TV remote controls) and the maximum radiation constraint | imits peak
power for eye safety reasons and for preventing receiver stage saturati. Communication
mode is half-duplex because during transmission the receiver tdinded by the light of its
own transmitter.

Standard transmission rates fall into three main categories: SIR, MIR, and FIR.
Serial Infrared (SIR) data rates are normally used when interfacing vith an RS-232 de-
vice (2.4 kbps, 4.8kbps, 9.6kbps, 19.2kbps, 38.4kbps, 57.6kbps, 115.Dpkh Medium
Infrared (MIR) refers to rates of 0.576 Mbps and 1.152 Mbps while with Fastinfrared (FIR)
a data rate of 4 Mbps is denoted. There are also two high-speed standarthe Very Fast
Infrared (VFIR) ranging 16 Mbps and Ultra Fast Infrared (UFIR) ranging 100 Mb ps, but
the latter is still under development.

For data rates up to and including 1.152 Mbps, Return to Zero Inverted (RZIl) mod-
ulation scheme is used, and a \0" is represented by a light pulse. Forates up to and
including 115.2 kbps, the optical pulse duration is nominally 3/16 of a bit duration. For
0.576 Mbps and 1.152 Mbps, the optical pulse duration is nominally 1/4 of a bit duation.

At 4 Mbps the modulation scheme used is 4PPM where a pair of bits is ta&n together
and called a data symbol: the transmission time for that symbol is then dvided into four
parts and only one optical pulse is transmitted in one of those parts (see igure 7.17).
The nominal pulse duration (chip duration) is 125ns.

For 16 Mbps transmission, the HHH(1, 13) [83] code (a low duty cycle, rate 2/3,
(d, k) = (1, 13) run-length limited code) is used as the modulation coce to achieve the
speci ed data rate. The HHH(1, 13) code guarantees for at least one empty chip ahat
most 13 empty chips between chips containing pulses in the transrtted IR signal. The
16 Mbps rate packet frame structure is based on the current IrDA-FIR @ Mbps) frame
format with modi cations introduced where necessary to accommodatethe requirements
that are specic to the new modulation code. Furthermore, the HHH(1, 13) code is
enhanced with a simple scrambling / de-scrambling scheme to fdlher optimize the duty
cycle.
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7.2.2 Commercial Devices

There are many commercially available integrated solutions for creatingan IrDA system
but they should be analyzed to verify the possibility of their usage h the space envi-
ronment. Commercial chips can rely onto two main categories: IntegratedTransceiver
Controllers (external optical devices) and Integrated Transceiver Modules, which includes
also the LED and the photo-diode.

The easiest solution for creating a transceiver is to use an integratechodule with LED
and photo-diode: these modules are sold by many companies [84][85] and arecadsailable
in extended temperature range. These devices can be controlled e@ctly with a micro-
controller UART (Universal Asynchronous Receiver and Transmitter), greatly reducing
the complexity of the circuit (see Figure 7.18). Power consumption isquite low (usually
few milliwatts) and devices are available with a data rate up to 16 Mbps

Most of these devices use CMOS technology, mainly for reducing the peer consump-
tion in portable applications: latch-up could then be a problem in space so they should
be protected. Moreover their behavior under radiation should be cartilly evaluated also
for total dose induced problems. The most critical components usuallyn this case are
LED, photo-diode and the epoxy resin used to cover them. Another dravback of these
components is the lack of exibility: since modulation and demodulation circuits are inte-
grated in the same package the only free parameter is usually the transmting power, while
channel coding or carrier frequency (the optical link wavelength)could not be selected.

An integrated transceiver controller can be used to solve part of the preious problems:
it should be used in fact with external photo-diode and LED, allowing the designer to select
the desired carrier frequency and also select the proper componengble to withstand the
mission radiation level. Power consumption is also very low since t integration of most
of the components helps in reducing parasitic parameters. Devices aravailable with a
data rate up to 512 kbps.

Figure 7.18: An integrated IrDA transceiver from Vishay [86].
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These devices are again not developed for the space environment: most dfem are
latch-up prone (since based on CMOS technology), and could also show prigms related
to total ionizing dose.

To sum up, the use of commercial devices provides many advantages: tr®f all the
development time and cost are by far lower because most of the devicegstribed before
require only a single chip with few external components. Size coulthe also reduced due
to the low number of devices. Test time and complexity indeed isnicreased by the use of
completely integrated solutions: di erent type of circuits are present on the same device
and so multiple tests should be performed and if even a single tesails the device should
not be used. On the other hand, the \discrete" (the development of the full receiver
circuit) solution allows maximum exibility: we can select each component, for example
the LED and photo-diode to change carrier frequency instead of being faed to change
the whole transceiver because of embedded optical devices. Givelnet above pro and cons
we decided to go for a discrete solution.

7.2.3 Implementation

The implementation of the IrDA transceiver makes no use of transceier ICs since this
solution gives no exibility: it was decided to develop the photo-diode amplier and

threshold comparator for the receiver and the transmitter driver. Using discrete LED and
photo-diodes gives more freedom in wavelength selection and diodedenology ( xed in

integrated transceiver modules) to nd the best from the radiation tolerance point of view
(this issue will be further analyzed in section 7.2.4).

The IrDA standard speci es a single master bus and it was mainly interded for com-
munication between a controller device (for example a computer) and &lave (for example
a printer or a mobile phone): itis a point to point connection, even ifin the higher software
layers, point-multipoint connections could be supported too.

A single master bus has many advantages over a multi-master one, rst of alkomplex-
ity, because there is only one node talking at once and the master is emsng no collision
(removing also the collision detection mechanism on slaves). Thimakes the whole struc-
ture simpler but creates a single point of failure, stopping the whoé bus operations in case
of master failure. This problem is solved using a second, redundanbus that can be still
operating when the rst one gets damaged.

If the slaves have to request attention to the master, they have 6 wait until the master
polls them: this can lead to high latency in case slaves have to signarpblems because the
master has to keep polling all the devices. Neither any interrupt nor\attention request"
mechanism from slaves is included in the IrDA standard, thereforea second low speed
channel was used to signal problems or high priority error conditions. Tls channel has
a low data rate ( 1kbps) and can be used just to raise an attention requests to the
master (in theory it can be used also to transfer a small amount of data in ase the
high speed one is faulty). The two channels use widely di erent bi rates and therefore
they can be separated by frequency domain lters (can be seen as a sort éfequency
multiplexing). The carrier frequencies of the two channels are sgarated in frequency by
three decades, which allows to achieve around 120 dB attenuation with aimple 2-stages
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RC lter. The cost of the secondary channel is low, since it require - besides the lIters -
only one additional operational ampli er in the receiver and one LED driver transistor in
the transmitter because the optical devices (LED and photo-diode) areshared.

The system architecture is shown in Figure 7.19: the main channel isapable of MIR
data rates (high speed, up to 1.152 Mbps) and operates as a shared bus (pcimtultipoint
link) for data transfer between the di erent boards in the satellit e. The two channels solu-
tions allows to still be compliant with the IrDA standard and save the complexity needed
for a multi master bus but increasing performances with the new inerrupt mechanism.

The transmitter is made by the LED and by two drivers for the two channels, connected
in parallel: this solution allows to better control supply current frequency spectrum to
separate the two channels. The low speed channel uses a slew-ratmited driver not to
generate high frequency components while the other one employs an higépeed control
circuit generating short pulses with a maximum frequency of 1 MHz anda duty-cycle of
10%.

For the receiver, di erent photo-diodes have been evaluated and tkir conversion spec-
trum has been compared to the solar emitted spectrum (see Figure 7.20ptevaluate if it
is going to interfere with the received signal. Since this commuration system should be
used inside a satellite, there is the concrete possibility that snlight can enter from some
small holes thus blinding the receiver. The in uence the Sun canhave on the receiver
stage can be seen from Table 7.1. a strong interfering component can be atly seen with
an amplitude at least 50dB higher than the signal will be received by thephoto-diode.
The sunlight component has been considered constant since no refeee has been found

/
— |, High Speed
/ / Channel
= Amplifier + Filter Comparator
\ (High Bandwidth)

Amplifier (15 st /
PhotoDiode mplifier (1" stage) — Low Speed

/ Channel

Amplifier + Filter Comparator
(Low Bandwidth)

Receiver
/ )
«——— High Speed
Channel
/
< Power Driver
(High Bandwidth)
LED / <«—— Low Speed
Y Channel

Power Driver
(Low Bandwidth)
Transmitter

Figure 7.19: Block diagram of the Transceiver.
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dealing with light noise with a frequency higher than 1kHz and so two slutions have
been employed to avoid receiver blinding: selecting a photo-diae with an operating band
far from Sun peak power emission and employing a common mode rejectiorircuit to
attenuate constant illumination.

. Signal Solar generated Ratio
Photo-diode current - A current - A dB
PDB-C142F 0.92 680.00 " 57
EPD-660-1 0.18 54.00 " 50
GUVA-S10GD 0:54 10 © 0.84 " 63

Table 7.1: Signal and solar current generated by three di erent photo-diales (see Fig-
ure 7.20 for diodes spectrum) [79].

The photo-diode has been used in the circuit with a reverse bias (poto-conducting
mode) because this can reduce diode capacitance an increase genergibdto-current: the
reduced parasitic capacitance allows an increase in communication spiby increasing the
receiver gain at higher frequencies.

The receiver is a two stages ampli er with the rst one being a transconductance
ampli er with a lower gain to reduce noise pick-up while two di er ent second stages are
present for the two channels. The power supply for the channels iseparated such that in
case only one channel is needed, the other can be switched o. A thresld comparator
is used to generate the digital output stream: since signal power can wely vary (due
to transmitter distance or components degradation a xed threshold would be hard to
determine. Thus a variable threshold has been employed which isoenputed from the
signal AC peak-to-peak amplitude, making the receiver less sensit to these variations.
The output digital signal is then fed into an MSP430 micro controller that performs the
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decoding (from RZI decoding to protocol management).

To prevent software faults leaving the transmitter on for a long period, an analog bus
guardian (used as a watch-dog for the micro-controller) has also been imgimented for
fault tolerance: when the LED is left on for more than 50% of the time, the guadian
forces a reset on the MSP430 to avoid the Babbling-Idiot Failure [81] (ths is the name
used to identify a node in a network which is stuck talking on the kus, thus locking it).
This can be simply achieved using an integrator connected to the LED pwer supply: the
more the LED is on, the higher will be the integrated value that could, when over-passing
a programmed threshold, trigger an MCU reset.

The protocol stack is implemented in software on the MCU: received btes are read
from the Universal Asynchronous Receiver and Transmitter (UART) FIFO and then pro-
cessed. The communication link is single master, thus saving theoenplexity of bus arbi-
tration and collision detection: slaves are allowed to use the bus onlunder request of the
master.

Component selection is important to ensure system survivability n space, thus it should
be performed with particular care to select the most suited devics for the purpose. LED
and photo diode should be selected in order to stand the particle uxin orbit (for further
details see section 7.2.4).

Once components have been selected, the system was built on a PCB stsown in Fig-
ure 7.21 where only the receiver without the photo-diode and the EMI &ielding is shown.
Even if the bus itself is EMI-free, the photo-diode is quite sesitive to electromagnetic
interference since the generated photo-current is in the order of@ne nhanoAmperes (more
or less the same magnitude of EMI coupled currents). A metallic shigling is thus needed:
without this Faraday cage, receiver gain cannot be increased too much tavoid instability
(basically every disturbance could be interpreted as a signal whilavith the shielding this
e ect can be easily kept under control and sensitivity can be increasd).

Transmitter and receiver should be in line of sight for a successfutommunication, but
optical connection can also be achieved by re ecting / di using surfaces that distribute
the light among all transceivers. Total visibility through re ections and di usion has been
veri ed by simulation and experimental tests for the most simple congurations of the
architecture. For some con gurations, small \mirrors" can be used to put all the internal
satellite boards in \optical connection”. This solution is not new in small satellites [88], and
the use of multiple mirrors can create a light path, achieving a wireéss guided propagation.

Equivalent propagation distance (i.e. the free-space distance that gies the same atten-
uation found between transmitter and receiver inside the cube) hadeen calculated using
light propagation simulations inside the satellite, as can be seen in Fige 7.22 where three
cases are analyzed. Figure 7.22a depicts the light power distributiomiide the satellite (it
is a cube with 16.5cm side with another 10 cm wide cube inside that rapsents the pay-
load): the internal surface of the satellite is made by PCBs and their e ection coe cient
has been evaluated in laboratory measurements. In this gure there are @ interfering
objects between the transmitter (bottom left corner) and two receiers (bottom center
and top right corner).

Figure 7.22b shows a feasible way to greatly reduce propagation distance hysing a
simple mirror: equivalent distance is reduced by a factor of approxnately 3, allowing a
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Figure 7.21: The proposed implementation without EMI shielding comparel with an Euro
Cent coin.

low BER communication between two opposite points of the satellite. h Figure 7.22c
we can see the contribution of an obstructing object to light propagation: amotor (used
for attitude control) has been inserted in the center of the faces causg an increase of
2.5 times in distance. The presence of objects inside the satekitcan make distance rise
up to around 2.5m. Object placement is really important when there isno direct line
of sight communication. It should be noted that most of the objects insidethe satellite
are made of metal which helps a lot in re ecting light by generating multiple scattering.
Quantitative results are shown in Table 7.2.

The bus will be used to communicate with di erent sub-systems nside the satellite,
each of them having di erent requirements regarding the data link communication will
take place between the satellite OBC and attitude determination and tousekeeping sen-
sors, attitude control actuators and the satellite payload. The link connecting the payload
requires a low BER for transferring data (due to the large amount of datato be trans-
ferred): as in IrDA speci cations we require a BER better than 10' & and a throughput
e ciency higher than 90 % for packets at least 256 bytes long. The link with sensors and
actuators could tolerate a higher bit error rate since re-transmission an be employed in
case of errors and the average packet size is quite low (20 - 40 bytes): giva maximum
communication time of 4 ms (the maximum time needed to send one packewithout er-
rors to the receiver, considering also retransmission) we can tolate three retransmission,
being able to tolerate a BER as high as 2 10 2 still with a good safety margin. The
increased channel usage will not be an issue since sensor read-out anduatbrs control
should not be performed very often, while the communication with thepayload is far more
frequent and thus critical.
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(a) No obstructing objects

(c) Mirror and obstructing objects

Figure 7.22: Optical power distribution inside the satellite (bigger cube side = 16.5cm,
smaller cube side = 10cm).

Figure | TX-RX1 | BER | TX-RX2 | BER

722a| 183m | 6 10° | 015m |[<1 107%
7.22b | 064m | 1 10% | 015m |<1 10?%
7.22c | 154m |12 10°%| 0.16m |<1 10%*

Table 7.2: Equivalent distance between transmitter and receiver andBER (see Figure 7.22
for details).
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7.2.4 Radiation issues

This system is used on the AraMiS satellite (see section 6) which isntended for low
Earth orbit with an altitude below 1000 km: further details on environme ntal constraints

can be found in section 6.7. To prevent latch-up, all the selected analogomponents
were bipolar technology ones not to worry about it and also because in generaligolar

ampli ers show better performances from the noise point of view. For the high speed
channel the National Semiconductor LMH6646 operational ampli er was selected bcause
it was developed with a bipolar on Silicon-On-Insulator technology featuing low power
consumption, high bandwidth, high total dose tolerance (up to 300 krad, seesection 5.5)
and good SET hardness [89]. For the low speed channel, which requiragower bandwidth,

a bipolar low power op-amp was selected (Maxim MAX4092).

The MCU selected for controlling the communication and for encoding $ an MSP430:
this device was evaluated under radiation in ground based tests (see [64hd in ight (it
was used in many CubeSat missions as OBC and showed good performancesshould be
noted that this IC is made with CMOS technology and thus requires a latdh-up protection
system, while the operational ampli ers do not.

The main problem however was represented by the LED and the photo-dide: since
the goal was to use COTS components, radiation hardness of commercial dee& had
to be evaluated: they have a plastic case (mainly epoxy or siliconiceasin) and the die
was not developed taking into account radiation problems. Double heterjunction GaAs
LEDs were selected as they guarantee an higher tolerance factor to radiatiodamage (see
section 5.5 for further details). While displacement damage data can béund to properly
select the best device technology, no information could be found abouthe plastic package
and in particular how much this can contribute to total degradation. The only drawback
about plastic packages is that they are not completely hermetic, thus tley can store
a small quantity of water vapor that can create problems during thermal cycles under
vacuum but this was not considered an issue since the internal part ofhte satellite is
not going to experience extremely strong thermal cycles (temperatre is between -10C
and 60 C with long transients). Since no data about plastic package degradation was
available, a radiation test campaign was set up to verify the entity of this parameter and
further details can be found in section 8.2.1. The test was performed \h a low energy
source (2 MeV protons) that allowed to analyze plastic degradation correlaibn with light
transmission coe cient. The following LEDs were tested: Osram SFH-4502, SFH-4258,
SFH-4650 and Vishay TSHG8400 and the latter showed a really good tolerance up ta
uence of 5 10 protons. Few photo-diodes were also tested, like the Advaced Photonic
PDI-C172SMF, PDB-C142 and PDB-C142F up to the same uence and showed again
good performances.

It can be clearly seen that the devices were tested up to uenceswo orders or mag-
nitude higher than the actual mission limit, which demonstrates that these devices could
be used in space with a reasonable safe margin.
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7.2.5 Results

The implemented solution has been tested in a laboratory environmenand showed good
immunity to external \noise" such as solar and uorescent light. The system keeps this
performance level with a high \DC noise", such as constant light power of alout 700 W=m?,
which guarantees smooth operations also under indirect Sun radiation irspace.

Power consumption was a key factor in the development and we achieved lMbps
link with only 3.6 mA at 3V in reception while current consumption du ring transmission
was about 35 mA. In these estimation the power consumption of the micro-camoller was
not taken into account since it is used also for other tasks.

Within this section it was shown that optical wireless communication inside a satellite
can be a good system to save harness weight and complexity while s$tichieving a reliable
communication: furthermore optical communication can be a good way to sole EMI issues
inside the satellite.

7.3 Power Management Tile

Each power management module, called also Tile due to its shape (seégkre 7.23), can
be mounted on a backbone mechanical structure that gives the shape to thsystem and
also supports the other sub-systems. Beside the power handlingystem, each Tile also
houses the attitude control sensors (2 axis magnetometers and a miniatimed gyroscope)
and actuators (a magnetic torquer and a reaction wheel) since each tile immounted on a
di erent plane, thus o ering the best support for sensors and actuators.

2 Parel Mechadics - V.1
2 ) o) 3 oy &

B

Figure 7.23: AraMiS Power Management Tile.
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7.3.1 Power generation

The primary AraMiS power source are solar cells mounted on the externalide of the
satellite, covering almost the whole available surface, to use its @ver. Tile size has been
selected to allow the best coverage with solar cells, so their sel@on is a critical point.
Since solar cells are exposed to a direct particle ux, they should b strong enough to
tolerate space radiation level. As it was discussed in section 5.2, the besolution to meet
the operating life requirement was to employ space-rated solar call Among the di erent
models on the market, the best compromise was selected by using GaAsih Film Triple
Junction cells produced by CESI [52]. The company is based in Milano ahthis allowed
good commercial relationship and their products quality is among the bp ranked ones
worldwide. Solar cell size is approximately 69 40mm, a thickness of 160um and a top
e ciency of 27% (even if 23% e ciency cells were employed to reducesystem cost and
ease procurement) which allowed to t 6 cells on a square panel 165 165 mm large for a
maximum of 5W output per tile in LEO. Cells are usually connected to eat other and
to the circuit by means of particular interconnecting clips which need to be weld onto the
cell. Since this mechanism was considered a bit complex to integratin our system, we
selected to use bonding wires to connect one of the two terminals lfe negative one on the
front face of the cell) and to glue the back side one with an electrical coducting resin.
The substrate on which cells were assembled is a normal FR4 PCB 0.3 mthick which is
then glued on the Aluminum panel. This solution allowed a simple buitling process and
a strong grip between the cells and the mechanical structure. The &rdest problem that
had to be solved was the selection of the proper glue: most resins need $tand a curing
cycle in oven up to 80 C { 180 C for about one to four hours but this will cause thermal
expansion of all the components making bonding equilibrium temperatoe equal to oven
temperature. This can be an issue when the thermal expansion coe @nts of the materials
are di erent, as in this case causing a residual stress to the mateais when temperature
is lower that the curing one (which is in our case, for the whole operatig life). The lower
the operating temperature will be, then the higher will be the stress, which can damage
the materials, and in particular the most fragile one, solar cells. It was hus selected
to use a resin with ambient temperature curing, which reduces te thermal stresses at
the minimum operating temperature (around -30 C). This solution allowed for a reliable
adhesion between the materials, even after multiple thermal cycle (see section 8.1).

Solar cell con guration had to be evaluated in order to select the most rekble one in
case of faults: a cell connection fault can lead to complete power lossp proper solutions
had to be adopted. A protecting diode has been put in anti-parallel to ech solar cell so
that in case one connection breaks, current can still ow from there. Firthermore, triple
junction solar cells are quite sensitive to reverse current that an short the reverse junction
and destroy the whole cell: this can be also avoided be means of the palell protection
diode. The best con guration is made by all the six cells in series, vih their parallel
diodes, that shows better performances when compared to other con gations, like the
parallel of two string made by three cells in series: in case of faultie total power lost by
the series is only one sixth of the total power, while when sub-strigs are used, the power
lost is around one third, so twice as much (see Figure 7.24).
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Solar array output power
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Figure 7.24: Solar cells con guration and fault tolerance (computed from SPIE simula-
tions).

Since each tile is mounted on a di erent face, experiencing di eent light and thermal
conditions, their output power is highly variable, thus requiring a separate power converter
for each tile. A MPPT is responsible for tracking the maximum power point of the solar
panel according to environmental conditions. The system is a switcing-mode power
supply which allows changing the load seen by the solar cells to get maxium power. A
boost converter was selected because it causes a reduced curretness to solar panels and
an hysteretic controller was employed because the control circuits quite simple and it
could be implemented without using CMOS integrated circuits, prone to latch-up in the
space environment.

The basic schematic of this circuit is shown in Figure 7.26 where thdoost converter
can be seen on the top part, taking power from solar cells (only one is drawfor simplicity)
and outputting it to the Power Distribution Bus. The MPPT is an hys teretic converter
controlled from input voltage and current to get maximum power from the solar cells.
To compute power a multiplication is needed and it is complex to imgement it using an
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Solar array output power
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Figure 7.25: Perturbe&Observe algorithm: if solar cell operating point B A, and a positive
voltage perturbation (dV) is applied to it, output power will experie nce a negative power
variation; if the same perturbation is applied in B a positive power variation will happen.
If dP is negative, the voltage perturbation should be complemented, whe with a positive
dP the voltage perturbation should not be inverted: in this way the point C (maximum
power point) can be reached.

analog circuit. It was thus decided to implement it with a digital ci rcuit, and in particular

with a micro-controller: analog signals, sampled as housekeeping valuesre acquired and
the average power is computed by multiplying solar cells output volage and current.
The problem with this solution is that the micro-controller is not latc h-up resistant, so
power control cannot be available 100% of the time. To overcome this lim#tion, an
hybrid solution has been employed by using an analog controller, whicltannot compute
the maximum power but makes solar cells operate around a xed point whib can be
corrected by the digital controller, thus achieving full MPPT operations. This solution is
also useful in case the micro-controller gets damaged because the analogt®m will stil

be operating, achieving sub-optimal performances; anyway a limited pwer loss is better
than a complete power loss.

The hysteretic comparator (see Figure 7.26) is designed such that it ragres an external
control voltage (Vrer ) to be compared with instantaneous solar cells voltage (properly
divided to t into comparator input dynamic). In this way, by generat ing the proper
reference signal, solar cells can operate at their maximum power pointyhere conversion
e ciency is maximized. The comparator has an hysteresis used to limiinput voltage ripple
to few percent not to waste power in useless ripple. The referee signal is computed
by the micro-controller using a Perturbe&Observe strategy [90]: a eference signal is
generated and solar cell average power is computed, then this referem signal is perturbed
(increased or reduced) and the output power is computed again. If poweincreased after
the perturbation, a further perturbation is applied (in the same direction as the previous
one) again, otherwise, the new perturbation will go in the opposite diretion. In this way
the system will converge to the top of the power curve (see Figure 7.25)
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Figure 7.26: Maximum Power Point Tracker schematic circuit.
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Figure 7.27: Fault tolerant reference voltage generator.

The micro-controller generates the reference signal using a PWM gerator: by ana-
lyzing the possible faults that can happen the most probable is that ths generator gets
stuck (either to 1 or to 0) and if the reference signal is generated onlypy low-pass ltering
the output, this signal will be stuck to 0 or 1 too. To prevent this, a high-pass Iter
has been employed (see Figure 7.27) that will remove the DC componernthen a voltage
divider is used to force a value near to theoretical maximum point. Incase of faults in the
micro-controller then, the analog reference value is set, while theligital controller acts to
re ne it and improve power generation.
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7.3.2 Power Storage

Power storage is achieved using Li-lon commercial batteries: we are ungj laptop cells
(actually 18650 sized cells [91]) because of their high specic capacity andasiness of
procurement. Lithium-ion cells show in general a longer life when eampared to Lithium
Polymer ones and this was a key parameter for the selection. Furthermar, these cells
have a liquid electrolyte (a lithium salt in an organic solvent) and a metallic cathode:
since lithium is highly reactive with water a sealed package is needk so they are enclosed
in a metallic can. Even if this makes the weight increase, there is m need for further
protection against vacuum. Lithium polymer cells are instead packaged in glastic bag
with a residual internal pressure of approximately 15 mbar which maks them in ate at
low pressure and increases the risk of cell damages in vacuum.

Each Power Management Tile houses two cells connected in series, uh giving an
output voltage of 7.2V, 2.5A peak current and a stored energy of 15Wh, weightig
approximately 100 g. These cells are in general employed in notebookstause of their high
endurance: their expected life is around 500 complete cycles with maximum degradation
limit of 70% of their initial capacity but this number can rise up to 1000 cycles if the
discharge cycle is only partial. These numbers have been determed with many long run
tests performed on di erent cells from many brands (see [92]).

Lithium batteries are quite critical since they can be easily damaged fi not charged
or discharged in the proper way: voltage across the battery should stay beveen 3V and
4.2V, while current should not be greater than the rated maximum value koth in charge
and discharge. Furthermore the charging cycle is quite complex:

a constant charge current should be used until cell voltage is below 42,

a constant voltage (equal to 4.2V 1% over temperature) should be applied until
current drops below maximum current divided by 10,

after charge current dropped below the threshold, charge should be gpped not to
overcharge (and damage) the battery;

the charge process should be stopped in case battery temperature is @@ maximum
operating temperature (60 C).

Taking into account all these constraints, it was selected to use a comercial battery
charger IC not to spend time in implementing and testing this complkex charge mechanism.
Many devices were analyzed but the most promising was the Linear Techology LTC4008:
many reasons lead to this selection but the most important one was that thé device has
already been used in space in the SSETI Express mission, developég the European
Space Agency [93]. Furthermore, this IC features a synchronous buck ceerter with ex-
ternal transistors that make it easy to protect against latch-up. Since pwer supply to the
IC comes from a separated wire than the charging current, the latch-ugprotection circuit
current threshold could be set to the optimal value (about twice the power supply current)
without considering charging current (which is a hundred times higher). Furthermore, the
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synchronous recti er employed has a high e ciency (96% measured at amkent tempera-
ture) and the application circuit was already designed, thus requirng a short development
time.

7.3.3 Power dissipation

During normal operations, solar generated power is used to charge on-boardtieries and
power the system, but if a surplus power is available, it should le dissipated somewhere.
For this purpose a shunt device has been added to every power tilehis device should be
able to dissipate as much power as it could be generated on a single powvide (so 5W) plus
a reasonable safe margin. The resistor can be enabled from the OBC to setavhich tile
should be heated but the amount of energy dissipated in the shunt depwls on available
power on the bus (the control mechanism will be better describedn Section 7.4). This
system acts also like an over voltage protection system on the bus, thugmiting spurious
peaks that can damage the system.

7.3.4 House Keeping

House keeping is ensured by a micro-controller (an MSP430 [72]) which i®sponsible for
system monitoring (voltages and currents in all the critical points in the Power Manage-
ment Tile and temperatures of power devices) and system control (ttning on and o all
important switches to change the con guration of the bus).

This micro-controller is not involved in any decision regarding powercontrol strategy,
which is demanded to the satellite OBC. Bus voltage and current dram from each tile
is controlled automatically by the bus itself, by using its di erential impedance. The tile
controller can connect each tile power output to one of the two availablepower buses (or
both in case of particular needs) or automatically disconnect the tile incase of anomalies.

Housekeeping values can be of di erent types:

instantaneous values, used by the OBC to take decisions on current [suusage strat-
egy,

peak, average values and standard deviation, to get an overview of system egting
conditions, mainly used from ground.

7.3.5 Fault Tolerance

The power distribution and management system is modular and scalablesince it is com-
posed by this tile, replicated as many times as needed to get the desid power level. All
these tiles work together and this massively redundant solution help also from the fault
tolerance point of view, making the system able to tolerate multiple fwults and allowing a
graceful performance degradation. Loosing one tile causes a reduction inmgrated power,
but the system will still be operative (see section 7.4). A redundah power bus is used
to increase reliability and to allow di erent loads to be connected ard switched: power
can be directed towards one or both buses according to speci ¢ heedslhe second bus
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allows to eliminate single points of failure because if one bus gets damadjethe second
one can still be used. Each Power Management Tile is equipped with an @put current
protection system to prevent damages in case bus short circuit and wit an under-voltage
protection that disconnects the tiles in case bus is outside spectations. Output current
limitation is achieved with the switching controllers, while outp ut short-circuit protection
is achieved with a series diode. In case bus voltage exceeds maximatiowed value, the
shunt resistor is activated to avoid damages to the whole system.

7.4 Power Distribution Bus

The most important feature this power management system should satisfis the exibility,
such that it can t from small applications, like a small nano-satellite w eighting only 5kg
up to bigger systems weighting ten or twenty times more. The innovaive aspect of this
power bus is an inherent modularity to allow simple Plug&Play interconnection of as many
tiles as required to t speci ¢ needs in terms of power and operatirg voltage.

Power distribution and management is a tough real-time tasks which regires response
time well below 1 ms and this very fast reaction time may involve manyPower Management
Tiles and communication via the On Board Data Bus and therefore cannot be hndled
reasonably by the On-Board Computer.

It has therefore been decided to use a di erent distribution and nanagement technique
which does not involve the OBC, except for occasional recon guration taks, which are
not expected to take place more frequently than few times every orlbi

The bus is connected to four main devices:

primary power sources, which are the solar panels of all the tiles,
batteries, which can be seen both as sources and loads (while charging isgharging),
protection devices, used to keep bus voltage and current between gpi cations,

power loads, which are all the other satellite sub-systems.

7.4.1 Bus characteristic

The power distribution bus was developed as an unregulated bus, witla voltage varying
from 12 up to 18 V. The unregulated solution has been selected to allow dirent devices
with di erent output characteristic such as the MPPT (which can be modeled as a con-
stant current source) or a battery (modeled as a constant voltage sourcefo be connected
together in an easy way. The characteristic of the bus is depicted in lgure 7.28: current
is considered positive when entering in devices connected to ¢hbus and negative when
exiting from them. It was selected not to employ a constant voltage busbecause, as in
the philosophy of the whole satellite, the bus should be modular and sdable. In this
way, all the devices should have the same output voltage which is di ailt to achieve since
components can slightly degrade due to radiation thus generating small vaations from
device to device. These small variations would make load sharing betwa them quite
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Bus Characteristic
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Figure 7.28: Bus characteristic. Current is considered positive whe entering in devices
connected to the bus and negative when exiting from them.

di cult, since the device with the highest output voltage will sup ply the highest current.
To simplify power sharing it was decided to provide a high input ard output resistance on
every device connected to the bus. This resistor is equal to 1 Ohrfactually it is a virtual
resistance, not to waste power on it). In this way, the device proiuding the highest out-
put current will have the lowest output voltage and this will allow d evices not supplying
current to balance the generated power between multiple devicesAround 14V the input
/ output current is zero to avoid that one device could oscillate between the source / sink
function due to small variations in the voltage references. The bus sticture and stability
will be further discussed in the next section.

7.4.2 Bus stability

To model all these contributions as a function of time, bus voltage has ben selected as a
state variable and current balance has been computed taking into accourthe contributions
from all the connected devices.

Solar panels (and to be more precise, their MPPT) can be modeled as a cstant
power source since there is no regulation on the output voltage or curren To follow the
maximum power point the controller should only track input voltage and current, thus
leaving the output not controlled. In a boost converter, when the loadis too weak, output
voltage will increase in order to keep output power constant while wha the load is too
strong, output voltage will go down until it reaches the input voltage, th us stopping boost
operations, and making the output diode always conduct current. Thiscan be clearly
seen in Figure 7.29 where the output characteristic of the MPPT controler is plotted for
di erent power input: in the right side, the constant power curv e can be clearly seen,
while it saturates to solar cells maximum current in the left part.

All the loads connected to the power bus will be switching convertes and this means
that all the loads will have an hyperbolic input characteristic, and coupling it with the
MPPT output characteristic can generate problems. The equivalent cicuit schematic
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Power generators characteristic
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Figure 7.29: MPPT output characteristic for di erent values of solar power.
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Figure 7.30: Cascaded switching converter equivalent schematic.

is shown in Figure 7.30 where the MPPT output stage is represented onhie left, with
its equivalent output resistance and the parasitic inductance (usd only when one tile is
driving a load on a di erent tile, thus modeling cable inductance) and on the right there is
the input stage of another DC/DC converter. Since this is a second ordecircuit it can be
unstable for particular values of the components. The transfer functon, from the MPPT
voltage source to theVgys voltage can be computed as follows:

Rp
s?°CLRp, + S(CRnpRp + L) + (Ry + Rp)
Stability can be ensured by requiring that poles lie on the left part of the complex
plane, which means that they should be real and negative. The denominatois a second
order equation with two roots, s; and s; and from second order equation properties it can
be shown that:

(7.21)

Rn + R
S1S2 = ﬁ > 0 (722)
p
CRnR, + L
S; + sy = ”CLPR > 0 (7.23)
p
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and in order to have both roots real and negative, the previous inequalies should give
a positive result, thus implying that:

Rp < "Ry (7.24)
L
> " 7.2
C Rns (7.25)

In order to evaluate system stability, all the previous parameters stould be computed
for the di erent AraMiS con gurations. In the 1 1 1 con guration we can suppose to
have only one tile generating solar power and only one using it and, in ordeto evaluate
the worst case, we are going to use the two farthest tiles. The cable ed to connect the
tiles has a section of 2.5mrA and is approximately 50 cm long: from these values the
approximate cable inductance can be computed in:

4

L=11lg — " 1 200 % (7.26)

wherel is cable length andd is cable diameter, giving an inductance of 730nHR, is
computed as the derivative of MPPT characteristic and the worst case vale is 24 Ohm;
Rn is instead the derivative of loads input hyperbolic characteristic n the worst case, so
with minimum input voltage and maximum output power, it is equal to -5 Ohm. From the
previous equations, it can be clearly seen that the system is unstab) so proper solutions
should be employed. The rst condition that should be satis ed is given by equation 7.24
which requires loweringR, but this is impossible because it would require to have an higher
input power, so a bigger tile, but this would prove to be unstable n low Sun conditions.
The alternative is making Ry higher, better if it could be made positive, thus removing
any requirements for stability. If the switching converters employed as loads had a feed
forward input (so they control the output voltage also using input voltage) this can be
easier: the input voltage signal can be modi ed in order to take also infomation about the
input current thus creating a virtual positive input resistance. This solution is depicted
in Figure 7.31 and the circuit output voltage can be computed as follows:

Voutr = VBus" Veus " Voc=oc = (1 + Kk)Vsus " KkVpc=pc (7.27)
R1

k = — 7.28

Rs (7.28)

Req = Rzk (7.29)
R1R3

Rj= ————— 7.30

‘= R, + Rs (7.30)

R, is used to sensdgys current and to simulate input resistance but for power dissi-
pation reasons this resistor could not be too big: an operational ampli er isthus used as a
resistance multiplier featuring a gain ofk while R4 is used for compensating the ampli er
bias current. With this circuit, it can be clearly seen from Figure 7.33 that battery charger
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Figure 7.31: DC/DC converter input impedance control circuit.
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Figure 7.32: DC/DC converter input impedance control circuit with ref erence voltage.

impedance is now positive up to 15.5V, while for higher bus voltage theeasistance is still
negative. The above circuit still has one problem: the input characteistic is resistive
from OV up to intersection between the resistive characteristicand the constant power
characteristic. But this circuit still has one problem: the battery charger is still drawing
current when input voltage is below 14.5V. This problem can be solved ¥ adding a
reference voltage and subtracting it from the output, such that the opeational ampli er

output voltage is below zero (so saturating at the negative rail of the opeational ampli er

when it is supplied without the negative supply). The transition p oint depends on bat-
tery charge current that depends on charge status and temperature: thénput impedance
can only be modi ed by reducing input current with respect to a constant power source,
because increasing it would introduce losses and this cannot be tolied. The higher is
the value of input resistance and the wider will be the voltage range whe a resistive
characteristic is generated, so selecting an input resistance of 1Hin, that range will be
from 14V to 15.5V, with a maximum input current of 1 A, that gives a maximum battery
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Battery charger characteristic
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Figure 7.33: Battery charger input characteristic with and without inpu t resistance control
circuit.

charge current of 2 A.

With a positive input resistance on the loads side, the bus is stabldut stability can
only be ensured for the previous mentioned region, before the knee puj that depends
on battery charge current as solar input power. When bus voltage passes ¢éhknee point,
the characteristic is again composition of two hyperbolas, thus unstableIn this point the
bus can be modeled as two constant power sources, one actually generagtipower (the
MPPT) and the other sinking it (the load) with a capacitor modeling th e bus itself (see
Figure 7.34). This circuit can be easily solved with the following eqation:

dVgus _ I1 " Iz
at = c (7.31)

MPPT Load

11 12

Figure 7.34: Bus equivalent circuit modeling instability region abowe loads knee voltage.

So bus voltage will keep on rising if input power is higher than load powr and it will
fall if input power is lower than loads power: the latter case gives nassues to stability,
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since voltage will drop until the system will be back in the stable ragion. The former
case will see instead the voltage rise without limit: this can be preented by adding an
over-voltage protection system that acts like a load, with an input positive resistance, but
with a higher intervention threshold, as can be seen in Figure 7.35.

The bus characteristic has two stable regions and a non-stable one betemr the previous
two which can make voltage oscillate from one stable point to the other: ths requires two
complex-conjugate poles in the transfer function but the system is oly a rst order circuit,
so instability is going to happen.

Shunt characteristic
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Figure 7.35: Voltage protection circuit characteristic with di erent i ntervention thresholds
due to component tolerances.

Batteries can be also seen as power sources for the bus when in disapamode, but
their energy should be used only for power loads, and not for charging othebatteries
because this will simply waste energy. By having a look at the MPPT anl charger charac-
teristic it can be seen that batteries should not output current when bus voltage is higher
than charging threshold, so above 14.5V. If the battery discharger charaeristic would
be similar to the MPPT one, this behavior could not be achieved and it vas thus decided
to model them with a voltage generator with a series resistor. The vale of this resistor is
again 1 Ohm as it was for the loads: in this way an e ective load sharing betwen multiple
sources is achieved because the power source supplying the highesrrent will also be

the one with the lowest voltage, thus allowing other sources to start poviding current to
the loads.

Again a real resistor could not be placed at the output of the battery dischager because
it will waste too much power: since again the battery discharger will be a switching
converter, the same approach used for the battery charger can be used antid battery
charger characteristic is depicted in Figure 7.36.
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Battery power generator characteristic
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Figure 7.36: Battery discharge circuit characteristic.

Con guration Number Size - cm Voltage | Current Power - W
of tiles \Y, A Avg | Peak

1 1 1 5 165 165 165 14 10 30 140

2 2 2 20 33 33 33 28 20 120 | 560

Cylinder 18 33 50 28 18 108 | 500

Flat6 10 60 100 165 84 20 360 | 1680

Table 7.3: Dierent AraMiS con gurations performances.

Since the bus is automatically controlled, the OBC is only involved in high-level deci-

sions about battery charge / discharge and loads management. This is a great advement
since the on-board computer can save time for satellite management. Loadsecontrolled
from the Power Management Tiles, where power switches are housedubthe control is
performed on the OBC via the data bus.

Di erent con gurations can be then built by composing the Power Management Tiles
to t speci c needs: a survey of some of the possible con gurations is dscribed in Table 7.3.

7.4.3 Performances and Results

From the previous static models, a dynamic one was developed to veyifsystem stability

and evaluate the performances: software simulations have been perfoed using a Simulink

model that is represented in Figure 7.37.
The con guration that was analyzed consisted of ve Power Management Tiles in

1 1 cubic con guration) orbiting at 800 km with

a spin rate of 6 degrees per second. The ve on-board batteries have a 50% stored

charge (6.25Ah over a total of 12.5Ah) at the beginning of the mission. Di erert loads

the basic AraMiS con guration (1
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Figure 7.37: Power Distribution Bus (a) and Power Management Tile (b) Smulink models.

were also modeled to better reproduce ight conditions: a constantpower load (modeling
Power Management Tiles internal power consumption) and three otherdads, used too for
modeling the other components of the satellite (on-board computer, tansceiver board and
the payload): peak and average power consumption are summarized in Tabl&.4 and 7.5.

Load Power - W Duty Period Average
Power - W | Cycle - % s Power - W

1 0.5 300 7 0.035

2 6 1200 6 0.36

3 10 2800 5 0.5

Total 16.5 0.9

Table 7.4: Satellite loads average and peak power.

Single Tile | Load 1 | Load 2 | Load 3 | Total
w w w w w
0.42 0.035 0.36 0.5 3
0.56 0.035 0.36 0.5 3.7
0.7 0.035 0.36 0.5 4.4

Table 7.5: Total satellite power consumption in di erent cases.

As can be seen from Figure 7.38, bus voltage is stable and follows Sun poweemd
during the orbit with peaks near to 16V where the protection circuit starts operating,
while current trend shows negative peaks due to loads power consurtipn. The most
interesting trends are the last two, which represent battery chage status and total stored
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7.4 { Power Distribution Bus

charge. Two dierent charging trends can be identi ed from these two plots: a fast

charging trend, (when the curve has the highesﬂ—?) which happens when only one battery
is charged at once and a moderate one, which takes place when two battesi@re charged
at the same time because the a single battery is not able to draw all the\ailable power.

Also two discharging trends can be identi ed: a fast discharging trand takes place when
the selected battery is powering the whole satellite electronis while a moderate one takes
place due to battery self-discharge.

In can be clearly seen hat with a Power Management Tile internal poweiconsumption
of 420 mW total stored charge is continuously increasing, thus showing thathe satellite
can safely operate in space with this power budget. It could also be sedrom Table 7.5
because total power consumption is 3W while input solar power is arounddW. In the
second case (with a Tile power consumption of 560 mW) the power budget ¢ more
critical and the average of total stored charge is not monotonically growing, een if it is
still above 50%. The power net budget in this case is a bit narrow (3.7 Whainst 5W) and
this makes the battery charging and discharging policy a bit more complg since a higher
e ciency is required not to waste precious power. The latter case $ the most critical
because the power budget is almost 1:1 (4.4 W against 5W): this tells thastored charge
will monothonically fall if sub-optima power usage strategies are not emfoyed because the
safety margin is too narrow. These simulations thus helped in de nhg the maximum Tile
power consumption for safe operations in space but the anyway showed & the system
is stable and, if properly sized, allows to achieve good performances

From simulation, maximum battery charge time could also be determined this value
is around 1 day and it will help a lot in determining the best power usage strategy.
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7 { AraMiS sub-systems

(a) Per Tile power consumption 420 mW

(b) Per Tile power consumption 560 mW

(c) Per Tile power consumption 700 mW

Figure 7.38: Power Distribution Bus simulations of time evolution: X-axis is in seconds,
and the whole time period in 4.6 days.
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1B12 7

Latch-up is a catastrophic phenomenon which affects
CMOS devices. It is caused by high energy particles or
ionizing radiations or other causes which trigger the
parasitic transistors, mostly in CMOS devices that are not
radiation-hardened.

The 1B127 is a latch-up and overcurrent protection system
suited for high radiation level environments, such as Low
Earth Orbit satellites.
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It allows using low-cost devices (COTS) in radiation
environments like space applications, high-energy
physics experiments and biomedical equipment, by
protecting them against the effects of latch-up.
The system monitors the current flowing through an
external sense resistor (Rs) and whenever a threshold
value is reached the internal pass transistor switches
off the load. After a user-defined recovery time, the
pass transistor automatically turns on again restoring
power supply to the load, once the latch-up has faded
away.

The device can also be used as a current-limited load
switch by sending a TTL signal to the OFF pin.
For higher voltages or currents, an external PMOS
pass transistor can be used.

Inrush current effects or short current spikes can be
filtered away. Allowed inrush charge and recovery time
can be set using external capacitors.

In addition, the slew-rate while turning on load supply
voltage can be limited using an external capacitor to
program the inrush current.

The device is available in a small 13x13 mm plastic
100BGA package and it is available for the extended
temperature range (-40 °C to +125 °C). It has a low
quiescent current, which makes it suitable for low
power systems.

Supply voltage (VAL) -0.3V + 36V

Analog Input  Vin+, Vin- Vce-0.3V+Vee+0.3V
Differential voltage -40V + 2V

OFF input -0.3V =+ 36V

Internal Load Switch Max V 18V

Load Curr. with Internal Switch 2A

Max current sink 300mA
Operating Temperature -40°C + +125°C
Storage Temperature -50°C + +150°C
Junction Temperature +150°C

The 1B127 device (see block diagram in fig. 1) monitors
the current on the high side by measuring the differential
voltage across a shunt resistor (pins IN+ and IN-).
The floating differential voltage is transformed into a
ground-referenced voltage on the |_OUT pin. An
external capacitor connected to the |_OUT pin allows
filtering short current spikes, while an external resistor
connected to the same pin allows changing the gain
of the current monitor.

A comparator detects when the current overpasses a
threshold value, triggering a monostable for a fixed

time period. An external capacitor across pins CTO
and LUP allows to increase that time period.

The output of the monostable (which is available as a
logic signal on the LUP pin) turns off the internal power
switch (across SW+ and SW- pins), disconnecting the
load from the power supply. An additional output LSC
optionally sinks current from the load, when load supply
is removed, to discharge capacitors which might be
present on the load or to sink leakage currents which
might come from other input/output connections of the
load.

After the monostable resets to its normal condition,
the power switch is turned on again to supply power
to the load. The slew-rate controller optionally limits

NEOHM COMPONENTI S.r.1.

The OFF pin may optionally turn load power off under
user control.

The control of the power switch is also available via
the GATE pin to drive an external power transistor,
augmenting load voltage or load current capabilities.

Figure 2 shows the basic configuration of the circuit,

Where | is the current through the sense resistor (that
is, load current), and Vth is the device threshold voltage.
The power rating of this resistor shall be at least:

The |_OUT voltage can be calculated as:
V, our = I'Rs-Gain

where nominal Gain without ext components is 30.

The Gain can be modified (together with threshold
voltage) as shown in fig. 3, by adding an external
resistor Rth:

__RaRour
R + Rourt
Rs

Gain= —
KW

Re

where ROUT is the output impedance of the |_OUT
output (nominal value 150Kk).

By adding the CIR capacitor, as shown in Figure 3,
the I_OUT is filtered by a low-pass filter with cut-off
frequency of:

1

" 2p(Cy + 100pF) R

fr

allowing an inrush charge without triggering of:

_ (Cg +100pF) 3KW
Rs

Q

Adding the CTC capacitor, as shown in Figure 3, the
recovery time can be increased according to the
following equation:

Cre = o _100nF
100kW

www.nechmcomponenti.com H
Fax: +39 011 9974982 info@neohmcomponenti.com
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To control the slew-rate of load voltage to prevent high
inrush currents into the load, an external capacitor
(Csr in Figure 3) can be used and its value is given

by:

T, o~ 165Us

Cen =
SR 33kW

In more than 2A or more than 18V supply voltage are
needed, an external PMOS pass transistors can be
used (as shown in Figure 4). The external pass
transistor is driven by the SW+, SW- and GATE pins
shorted together.

In this case the CSR capacitor should be calculated
according to the following equation (CG is the external
PMOS gate capacitance):

_ Trise

Cep = — M€ _
SR 3310w

G

Adding an external diode and transistor as shown in
fig. 5, locks the the monostable in this way, once the
device has been triggered by an overcurrent, only
turning the external MOS on resets the 1B127 device
to its normal operation.

Figure 6 shows a fault-tolerant configuration where a
pair of 1B127 devices are paralleled to increase fault
tolerance. A short circuit on one of the pass transistors
(internal or external) and a stuck-open fault on the
1B127 mos driver can be tolerated. In case of stuck-
closed on the 1B127 driver the latch-up protection is
no more effective but the load can still be turned on.

Via Torino 217 Tel: +39 011 9974022 www.nechmcomponenti.com
10040 Leini (TO) ltalia Fax: +39 011 9974982 info@neohmcomponenti.com
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All characteristics at T,= 25 °C, .= 5V, unless otherwise noted. Vegnee= Vine - Vi
Parameter Condition : SER Unit
Min Typ Max

INPUT

Differential Input Voltage 20 500 mV

Common-Mode Input Range Vce -100mV Vce Vce +100mV \%

Common-Mode Rejection Vie=2.7V 1030V, 100 120 dB

Vsense = 20 MV (*)

Threshold voltage Vi without external components 29 30 31 mV
over temperature range 28 32 mV
temperature drift 1 [T
drift vs. common mode (Vi) Vine=2.7V 10 36 V 0.04 4 pv /v

Input Bias Current 2 pA
over temperature range 10 pA

POWER SUPPLY

Supply Voltage Vce 2.7 36 \

Supply Current Vec=3V 200 MA

Vec=5V 360 PA
Vee =15V 700 pA
Vee =36V 2 mA

POWER SUPPLY

Continuous Load Current 2 A

Peak Load Current 1 ms pulses, DC < 1% 3 A

Supply Voltage 2.7 20 \%

Leakage Current -40°C <Ta<125°C 100 pA

TIMING

Turn-off time: Inrush current = 2 ln 100 ps

Cr=0
Cr=2.7nF 1 ms
Recovery Time without external components 10 ms
Crc=1nF 110 ms
SINK CURRENT
Sink Current Vee =27V 5 mA
Vee=15V + 36V 36 mA

Peak Current 1 ms pulses, DC < 1% 500 mA

|_OUT

Gain, without external components 29 30 31

over Temperature 28 30 32

Output Impedance Rou 150 KW

Output Swing 0.6 \%

THERMAL

l@ﬁgﬂ‘iﬂr?c?ﬁ;ﬁt?g‘giﬁ’setwee” power Thermal Resistance q.c 12 °ClwW

Thermal Resistance between power Thermal Resistance g R

switch junction to ambient Mounted on std 1.6mm PCB 34 C/w

ESD

All Pins HBM 1.5KW, 100p- 2 KV

NEOHM COMPONENTI S.r.l.

Via Torino 217 Tel: +39 011 9974022
10040 Leini (TO) Italia Fax: +39 011 9974982

www.nechmcomponenti.com
info@neohmcomponenti.com

UNI EN ISO 9001: 2000



®
NEOHM

cComponenti

Figure 2. Basic device configuration. Figure 5. Current protection with restart signal.

Figure 3. Circuit with Torr and Slew-Rate
control.

Figure 6. Fault-tolerant configuration with two
parallel branches and two series transistors.

Figure 4. Circuit with an external Pass
Transistor to increase load current.
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1B127

PIN Name Documentation

GROUND pin for the device

OUTPUT: to be connected to the gate of the external PMOS transistor, when used.
It is also used to connect an optional external capacitor to limit slew-rate of the SW- pin.
It can also be used to connect an optional external resistor to reduce slew-rate.

POWER: load sink. Sinks a current from load during a latchup condition.

SUPPLY pin for the device

INPUT: positive terminal of capacitor to set the turn-on time.
The other terminal should be connected to LUP pin.

POWER: negative side of load power switch. It should be connected to the load,
except when an external PMOS transistor is used. It can also be used to connect
an optional external capacitor to limit the slew-rate of the SW- pin.

POWER: positive side of load power switch. It should be connected at the negative side
of external shunt resistor, except when an external PMOS transistor is used

OUTPUT: set at logic-1 when a latchup or overload condition has been detected.
Remains high for the whole turn-on time. Logic-1 level is coincident with supply voltage.
It can also be used to connect an optional external capacitor to set the turn-on time.

OUTPUT: Ground-referenced voltage proportional to the load current. When load power
is turned off due to a latchup or overload condition, output voltage is unpredictable. It can
also be used to connect an optional external capacitor to set the allowed inrush current.

INPUT: load enable. When at logic-1 enables load power supply.
When al logic-0 turns load power off

INPUT: negative side of external shunt resistor. It should be connected to the Load
via the Power Load Switch.

INPUT: positive side of external shunt resistor. It should be connected to power
supply generator.

(Top View)
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Before soldering put the 1B127 in oven @ 50° for 30
minutes
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127,

000000000 0
0000000000O0
00000000 O06O0
00000000 00O0
00000000 O0O0
000000000 O0
000000000
0000000000
0000000000

(All dimensions are in mm) The device can be damaged by ESD: we suggest to

handle all integrated circuits with appropriate
precautions.
11.70

Total or partial failure of the system can be originated

by wrong installation and handling procedures.
3.7
1.60
This device has been designed in cooperation with
Pin A1l the Space Avionics Technology Center of Dept. of
13.00 Electronics of Politecnico di Torino, and is supported
\ by project MAESS funded by Regione Piemonte (1).
o
®
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13.00

1B127
8888

Data Code

(WK-YR)
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